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PykoBoacTBo no yctaHoBke BioLink IDenium ansa Active Directory

BBepgeHue

BuomeTpuyeckmne peweHns komnaHmn Biolink Solutions — 3To BO3MOXHOCTb C 04HOW
CTOPOHbI paclIMpeHnsa CTaHAAPTHbIX CPeACTB 3alMTbl NCNONb3yeMon Bamu onepaunoHHOM
CUCTEMbI, U YA0B6CTBO B paboTe nonb3oBaTens, C ApYyron.

MpoaykTbl koMnaHun BiolLink Solutions He MCNONb3YOT 3aWKMTY C MOMOLLbIO NAaponen,
perncTpaunoHHbIX UMeH u/unun KkogoBs. bnomeTpuyeckoe yctpoiicteo Biolink - ckaHep
oTneyaTkoB nanbues U-Match MatchBook - sBnsieTcs o4HOM M3 OCHOBHbIX KOMMOHEHT
cucTteMbl BoMeTpuyeckon ayteHTUdmnKaunm komnaHmm Biolink, rapaHTupytowen
6e3onacHocTb pabounx ctaHumin, pabotatowmx nog Windows 2000/XP/2003/2008/
Vista/7.

[JaHHbIN JOKYMEHT coaep>XnUT nHdopMaLumio No yCTaHOBKE U HaCTPOMKe NpOrpamMMHOro
obecneveruns BioLink IDenium gnsa Active Directory, Bxoasiiero B nporpaMmMHo-
annapaTtHbIit koMniekc BioLink IDenium.
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BBepgeHue 4

2.1 HasHauyeHue BiolLink IDenium

MporpamMmMHbIn kKomnnekc BiolLink IDenium NOAHOCTbIO MHTErPUpPOBaH CO CyX60i
kaTtanoros Active Directory kopnopauuun Microsoft u npeagHasHayeH 4/ 3aMeHbl
TpagMumMoHHOro cnocoba ayTeHTUdUKaLMM NONb30BaTENSA NO NMaposto ayTeHTUudmKaumen
no 6MomMeTpmyecKMM xapakTepmcTMkaMm, B YaCTHOCTM MO OTneYyaTKy nasbua, C uesnbko
noBblweHNs o0b6wero yposHs 6e€30nacHOCTU MHMOPMALMOHHbLIX CUCTEM.

BbinosiHsAeMble nporpaMMHbIM KoMniekcoM Biolink IDenium dyHKUMKM BKAOYAKOT B cebs:

e 3aMeHa rpoMO34KO0H N yS3BUMOU r1aposibHOM CUCTEMbI HaAEXHON n yA06HOM
bromeTpuyeckor ugeHTugukaumen (no ornedaTkam rnaabUeB);

e 3¢pheKTUBHOE pa3rpaHnyeHune AOCTyrna K MHGHOPMAaLMOHHbBIM PECYPCaM KOPNopaTUBHbIX
cerei;

e [|EHTpaJ/in30BaHHOE yripaBJ/ieHne ripaBaMu 1 roJIHOMo4Ynsamun rosib30BaTesien n
XKXN3HEHHBbIM LNKJIOM UX YYETHbIX 3an14ceF1;

o MOHUTOPUHI, MPOTOKO/IMPOBAHUE U AYANT MPOLIECCOB YNPaBAEHNS JOCTYIIOM K
MHGOPMaLNOHHBIM pecypcam;

e OJHOKpAaTHAasi perncTpaums rosib30BaTesiei u nx 6UMOMETPUYECKMX MAEHTUGHUKATOPOB C
roc/1eaAy LM NPEAOCTAB/IEHNEM 3aPErNCTPUPOBAHHbBIM M0/1b30BaTENSAM AOCTYNa K
MHMOPMALIMOHHbBIM peECypcaM CETU C JII060ro U3 BXoAALMNX B €€ COCTaB KOMIMbIOTEPOB;

e 3aMeHa aBTopu3aunu B rpuUKAaAHbIX MPUTIOXKEHNSIX 110 MMEHM 10/1b30BATEIS U MaposIio
Ha 6MOMETPUYECKYIO MAEHTUDUKALNIO.

© 2013 BioLink Solutions



PykoBoacTBo no yctaHoBke BioLink IDenium ansa Active Directory

KomnoHeHThI BioLink IDenium

MporpammHbIn komnnekc BiolLink IDenium npeacraensietr cobon pacnpeneneHHyto
CUCTEMY, COCTOSILLYIO U3 KOMMOHEHTOB, YCTaHABIMBAEMbIX KaK Ha CEPBEPHOMN, TaK M Ha
KJINEHTCKOWM CTOpOHe.

MporpammHoe obecneyeHune IDenium COCTOUT U3 CeayWMX KIMEHTCKNX MPOrpaMMHbIX
KOMMOHEHTOB:

e BioLink IDenium Client;
e BioLink Admin Pack.

KomnoHeHT BioLink IDenium Client yctaHaBnneaeTtcs Ha paboumx cTaHUMAX
nosb3oBaTeNen u BKIOYAET B cebsa cneayrolime s/1eMeHThI:

e a4p0 6uomeTpuyeckon ayteHtudukaumm Biolink IDenium Windows Logon;

e nporpaMMHble 6ubnunotekn BioLink IDenium Password Vault;

e MpoOrpaMMHble 6MBANOTEKN ANA NOAAEPXKKN Pa3fIMYHbIX OMepauMOHHbIX CUCTEM;
e [paliBepbl NogaepXXmBaemMbix 6UOMETPUYECKMX YCTPOMCTB.

B 3aBMCMMOCTM OT MCNO/b3YEMOI Ha aBTOMATM3MPOBaAHHOM pabouem mecte (APM)
Nnosib30BaTeENA BEPCUM OMEPaLMOHHOM CUCTEMbI, YCTaHaBNMBAETCSl COOTBETCTBYOLW AN
Bepcus nporpaMMmHoro obecrnedeHuns BioLink IDenium Client.

KomnoHeHT BioLink Admin Pack ycraHaBnmBaetca Ha APM agaMMHMUCTpaTopa AOMEHA.
CepBepHble KOMNOHeHTbl BioLink IDenium Bko4alT B cebs:

e CMHXpOHM3aTOp Nnaponei (Ao/KeH 6biTb YCTAHOBEH Ha KaXAOM KOHTpoJsiepe
AOMeHa),

e BioLink IDenium Server (MoOXeT 6bITb YCTaHOBNEH Ha NIO6OM KOMMNbIOTEpPE CETH;
nocne yCTaHOBKM 3TOT KOMMNbIOTEP HauMHaeT obpabaTtbiBaTb 3anpocCkl Ha
naeHtTudmkaum),

e YTUANTA AMArHOCTUKM.

PUCyHOK HUXe UNIICTPUpPYET CTPYKTYpY kKoMnoHeHTOB IDenium ang Active Directory.

© 2013 BioLink Solutions



BBepneHune 6

Windows Logon CepeepHbIe KOMMNOHEHTEI
B S IDenium

CHHXpoHW3aTop Naponei

: Cepeep
Admin Pack BioLink IDenium

¥Tunura
OHATHOCTHKKA

MoapobHoe onncaHne koMnoHeHToB IDenium npuBeseHo B AOKYMeHTe PykoBoacTee
aamuHuctpatopa IDenium Active Directory Edition.

BHumMaHue! Cucrtema BiolLink IDenium ans Active Directory npeaHasHayeHa ans
yCTaHoBKM B ceTax Microsoft u ncnonb3yet Active Directory. Cnyx6bl KaTanoroB gpyrux
npoun3BoAUTENEN HE NOAAEPXKMBAKOTCS.

© 2013 BioLink Solutions



7 PykoBoacTBo no yctaHoBke BioLink IDenium ansa Active Directory

2.3 CucteMHble TpeboBaHuUA

[aHHbIN pa3aen coaepxuT:

e CUCTEMHble TpeboBaHMUA K KNMEHTCKOM pabouen cTtaHUMK;

e CUCTEMHble TpeboBaHMa K paboyen CTaHUMM aa4MUHUCTPATOPa;
e CUCTEMHble TpeboBaHUS K KOHTpOJISiepaM AOMEHA;

e CUCTeMHble TpeboBaHUA K KOMMbIOTEPAM, Ha KOTOPbIX OyAyT yCTaHOBJ/IEHbI CepBepa
BioLink IDenium;

e MHGopMaumto 06 ycTponcTeax, noaaepxxmsaembix IDenium ansa Active Directory.

2.3.1 TpeboBaHUA K KIIMEHTCKOWN pabo4yen cTaHUUKU

e OnepaunoHHasa cuctema Microsoft Windows XP (SP2 m Bbiwe) / Vista / 7 / 8 / Windows
Server 2003 (R2) (SP2) / 2008 (R2) / 2012.

e [lepcoHanbHbIN KOMMObIOTEP C NpoueccopoM Pentium IV 1500 My unum Bbiwe.
e O6beM NamMaT He MeHee 512 M6anT (pekomeHayeTca 1M6anT).

e 200 M6anT cBo604HOIr0 MecTa Ha XeCTKOM gucke (3aBMCUT OT TuUMNa onepauoHHOWM
CUCTeMblI).

e [puBoa ans uteHns CD-ROM (Heobxoamm ans yctaHoBku 1O ¢ KOMNaKT-gMcKa).
o CeTeBoMn apganTtep.
e USB-nopT 415 nogkitoyeHns yCTpONCTBa CKaHMPOBaHUS OTNevYaTKoB NasibLEeB.

MpuMmeyvaHume: MNogaepXxmBarTcs Takxke 64-x paspsgHble BepCun onepaLMoOHHbIX CUCTEM.

2.3.2 TpeboBaHusA K paboyen cTaHUMM agMUHUCTpPATOpA

e OnepaunoHHas cucrtema Microsoft Windows Server 2003 (R2) / 2008 (R2) nnu XP (c 2-
bIM MakeToM obHoBieHu) / 7 / 8 C AOMONIHUTENBHO YCTAaHOBEHHOW KOHCObIO A1
ynpasneHuns Active Directory.

e [lepcoHanbHbIN KOMMObIOTEP € NpoueccopoM Pentium IV 1500 My unum Bbiwe.
e O6beM NamMaT He MeHee 512 M6.

e 200 M6 cBOH6OAHOIO MECTA Ha XXECTKOM AuCKe.

© 2013 BioLink Solutions



BBepgeHue 8

e [InckoBoa ans uteHns CD-ROM (HeobxoanM gns yCTaHOBKKM C KOMNaKT-gMcka Biolink).
o CeTeBoMn apganTtep.
e USB-nopT 415 nogkitoyeHns yCTpONCTBa CKaHMPOBaHUS OTNevYaTKoB NasibLEeB.

MpuMmeyvaHume: MNogaepXxmMBarTcs Takxke 64-x paspsgHble BepCun onepaLMoOHHbIX CUCTEM.

2.3.3 TpeboBaHuA K KOHTpoOnepamMm goMeHa

Bce KoHTponsiepbl foMeHa B ceTun, rae 6yaet passepHyTa cuctema IDenium ans Active
Directory gosmxHbl y4OBNETBOPSATb CeAYOWNM MUHMMaNbHbIM CUCTEMHbBIM TPEBOBAHUSAM:

e OnepaunoHHas cucrtema Microsoft Windows Server 2003 (SP2) / 2008 (R2) / 2012;
e [lepcoHanbHbIN KOMNbOTEP € Npoueccopom Pentium IV 3000 MI'y nnu Bblwe;

e O6beM NamMaT He MeHee 512 M6;

e 200 M6 cBOo60AHOr0 MECTa Ha XXeCTKOM AuCKe,

MpuMevaHume: MNogaepXxmBatoTcsa Takxke 64-x paspsagHble BEPCMU ONepaulnMOHHbIX CUCTEM.

2.3.4 TpeboBaHusa k cepBepam BioLink IDenium

KomnbloTepbl, Ha KOTOpble NMJaHUPYeTCcs yCcTaHasnmBaTb cepBepa BiolLink IDenium,
OOJKHbI YAO0B/IETBOPATh CNeAyWMM MUHUMabHbIM TPEBOBAHUSAM:

e OnepaunoHHasa cuctema Microsoft Windows XP (SP2 m Bbiwe) / Vista / 7 / 8 / Windows
Server 2003 (R2) (SP2) / 2008 (R2) / 2012;

MepcoHanbHbIM KOMMNbIOTEP € NpoueccopoM Pentium IV 3000 MI'y nnu Bblwe;

0O6beM namMaTn He MeHee 1024 M6;

200 M6 cBo60AHOIO MECTa Ha XXECTKOM AucCKe.

USB-nopT 4719 NOAKI0YEHMS annapaTHOro K4a 3alnThbl.

MpuMmeyvaHume: MNogaepXxmMBarTcs TakxkKe 64-x paspsgHble BepCun onepaLMoOHHbIX CUCTEM.

2.3.5 [oppepxuBaemMblie yCTpoUCTBa
IDenium noaaepxwunsaeT paboTy co cneayowmMmm 6MOMETPUYECKUMU YCTPOMCTBAMK:
e CkaHep oTnevaTtkos nanbues BiolLink U-Match v.3.5.
e CkaHep oTneyaTtkoB nanbues Eikon Fingerprint Reader (TCRE).

e CkaHep oTnevaTkoB nanbues BioLink U-Match 5.0 ¢ MHTErpMpoBaHHbIM CYUTbIBATEEM
KapT.

© 2013 BioLink Solutions
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BBepgeHue 10

2.4 KomMmnnekT goKkyMeHTauum

HacTrosuee pyKoBOACTBO SIBAISIETCS YaCTblo KOMMeKTa AOKyMeHTauum BiolLink IDenium
ansa Active Directory, cocTosiliero n3s cnegyroLwmx JOKYMEHTOB:

¢ PykoBoAcCTBO nonb3oBaTtens. CoaepxuTt nogpobHble MHCTPYKUMK No paboTte
nosib3oBaTens ¢ komnoHeHToM BiolLink IDenium Windows Client.

¢ PykoBoACTBO agMUHUCTpaTopa. [leTanbHO ONMUCbIBAET BCE acneKThbl
dyHKUuMoHMpoBaHusa cuctemsl Biolink IDenium gnsa Active Directory, Bknto4das
OCHOBHble noHATMA Active Directory, koHuenuuto pabotel cuctembl IDenium ang Active
Directory n ee aaMMHUCTpUPOBAHMeE.

¢ PykoBOACTBO NO yCTaHOBKEe (HacToswmi gokyMeHT). CoaepXXuUT MHCTPYKLMK MO
YCTaHOBKE M pa3BepTbiBaHUO cucteMsl BiolLink IDenium ansa Active Directory.

2.5 He 3abyabTe npountatb ReadMe

Mepen HauyanoMm paboTel ¢ IDenium ansa Active Directory BHMMaTeNnbHO Npo4ynTanTe
README.TXT Ha koMnakT-aucke IDenium. B 3ToM danne coaepxuntca nHpopmaumsa o
nocneaHnux U3MeHeHUsIX U A4OMNOJIHEHUAX B NPOrpaMMHOM obecneyeHnmn CUCTEMbI, He
BowWweLlunX B KOMMAEKT AOKyMeHTaunu IDenium.

© 2013 BioLink Solutions
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PykoBoacTBo no yctaHoBke BioLink IDenium ansa Active Directory

3.1

YcTtaHoBKa nporpaMmmMmHoro o6ecnedeHus BiolLink IDenium

OTa rnaBa pacckasblBaeT O TOM, KakK NpaBuMbHO pa3BepHyTb NporpaMMHoOe obecneyeHune
BioLink IDenium B Bawei ceTu.

NMopsapok yctaHoBku BioLink IDenium

PasBepTbiBaHue BioLink IDenium B sloKasibHOM CETM Bawen KoMnaHum Heob6xoanmo
NpOBOAUTL B CeAyoLen NocieaoBaTebHOCTH:

Otan 1. PacuumpeHumne cxembl Active Directory. Ha gaHHOM 3Tane BbINOAHSAETCS
pobasneHne HeobxoaMMbIX aTpUbYTOB M perncrtpauns KoMnoHeHT IDenium B cnyxbe
kaTtanoros Active Directory. LWWarn, Heob6xoanmMble ans pacwmpeHus cxembl Active
Directory, npeacrtaBneHbl B NyHKTe PacwmnpeHue cxembl Active Directory.

3T1an 2. YcTaHOBKaA KOMMNOHEHTOB IDenium Ha KOHTpoJsusiep AoOMeHa. Ha gaHHOM
3Tane Ha KaXkAablil KOHTPOJJIep AOMEHA B CETM YCTaHaB/IMBAETCA KOMMNOHEHT
«CHMHXpoHKU3aTOp Nnaponen». Nopsaaok yCTaHOBKM KOMMOHeHTa CMHXPOHM3aTop naposen
onucbiBaeTcs B pasaene YcrtaHoBka KoMnoHeHTa CMHXPOHM3AToOp napone.

Stan 3. YcraHoBKa cepBepa BioLink IDenium. Ha gaHHOM 3Tane ycTaHaB/MBaeTCs
cepsep BiolLink IDenium. LWarn, HeobxognMmbie anst pa3BepTbiBaHUsS cepeepa, NogpobHo
onucaHbl B pa3gene YcraHoBka cepsepa BiolLink IDenium.

STan 4. YcTaHOBKa nporpamMMHoro obecnedeHimss agMmmHucrtparopa BioLink Admin
Pack. Ha BblaeneHHoM paboyem MecTe, NOAKIIOYEHHOM K AOMEHY, pa3Bopa4vymMBaeTCs
nakeT nporpamMMmHoro obecneuyeHus BioLink Admin Pack ans pabotbl agMuHUCTpaTopa
IDenium. Mopsapok ycTtaHoBkm nakeTa Admin Pack onmnceiBaeTcss B NyHKTE YCTaHOBKA
BioLink Admin Pack.

dt1an 5. YcraHoBKa nporpamMMmHoro o6ecnevenus BioLink IDenium Client Ha APM
nosnb3o0BaTenen. 3apepluatolmnin 3Tan yctaHoBku BiolLink IDenium, B Xxoae KoToporo
BbIMOJIHAETCSA YCTAaHOBKA K/IMEHTCKUX KOMMOHEHT IDenium Ha APM nonb3oBaTtenen.
MHCTPYKUMKM NO yCTaHOBKe nporpaMMHoro obecrnedeHuns BioLink Windows Logon
Haxo4saTCs B pa3sgene YcTaHoBKa KOMMoHeHTa BioLink IDenium Client.

© 2013 BioLink Solutions



YcTaHoBKa nporpamMmmMHoro o6ecne4veHusi BioLink IDenium 12

3.2

Pa3BepTtbiBaHue IDenium gana Active Directory

Pa3BepTbiBaHME M yCTaHOBKa NporpaMMHoro obecrnedeHus BiolLink IDenium npouncxoaunt B
nopsaake, ykasaHHoM B paszaersne [Mopagok yctaHoBku IDenium ang Active Directory.

Mpn aTOM:
e Ha APM nonb3oBaTenen pekoMeHAyeTCs yCTaHaBnmBaTb To/bko BiolLink IDenium Client;

e Ha APM agMuHucTpaTopa MoxXeT 6bITb yCTaHOBMEH Kak BioLink Admin Pack, Tak u
BioLink IDenium Client;

e Ha KOHTpOANEep AOMEeHa yCTaHaBMBAlOTCS:
e KOMMOHeHThI IDenium ans KoOHTponnepos goMeHa (B o6s3aTesibHOM nopsgke)
e BioLink Admin Pack (Heob6s13aTenbHO)

Cepsep BioLink IDenium MoXeT 6bITb pa3BepHYT KaK Ha BblAe/I€EHHOM KOMMbIOTEpPE, TaK U
Ha 06bIYHOM KOMMblOTEPE (BKJKOYAs KOHTposiep AoMeHa, paboune cTaHumn
nosib3oBaTenen u/mnn aaMMHUCTpaTopa).

PucyHok Humxe rpadunyeckmn nnaocTpupyeT passepTbiBaHme Biolink IDenium.
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PaszgepTulBaHHE HA KNHEHTCKMX KOMNbIOTEpax

Pabovyee MecTo Paboyee MeCTO
nonb3oBaTENA AAMHHHCTRAaTOPA

Windows Logon Admin Pack

YETaHOBKA cepBepHbIX KOMNOHEHTOB

KoHTponnep Cepeep
AoMmeHa BioLink IDenium

i adk Capeep
CHHXPOHHIATOR Napanesd BioLink TDeniurm

PaccMoTpuM crieaylowmii npuMep:

kommiekc BioLink IDenium 6yaeT NOAHOCTbIO (PYHKLMOHANEH.

B nomeHe testdomain.ru Tpebyetcsa passBepHyTb BiolLink IDenium, ncrnonb3sys
MUHUMaNbHOE KOJIMYECTBO KOMMbIOTEPOB. Ha KOHTponepe aoMmeHa testdomain.ru
yCTaHaBaumBatoTcsd CnHxpoHmsatop naponen, BioLink IDenium Server n BioLink Admin
Pack. Ha APM nonb3oBaTenen, Bxoasiwen B goMmeH testdomain.ru, yctaHaBnauBaeTcs
BioLink Windows Logon. lNMpn npaBuabHOM yCTaHOBKE BCEX KOMMOHEHTOB NMPOrpaMMHbIi
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3.3

PacwupeHue cxembl Active Directory

BHuMaHume! [JaHHbIN pa3gen coaep>XuT MHMOpPMaLMIO 0 BHECEHUN U3MEHEHUN B CXEMY
Active Directory! B cnyyae Bo3HMKHOBEHUS nNpob6neM eanHCTBEHHbLIM COCO60M
BOCCTaHOBUTb AaHHble 6yaeT co3aaHme pe3epBHOM KOMUWM CUCTEMbI UK MepeyCcTaHOBKa
cuctembl. CnepyeTt cobatogatb OCTOPOXHOCTb NPU BHECEHUN U3MEHEHUI B cxeMy Active
Directory, NOCKONbKY M3MEHEHNS BO3HUKHYT Ha YPOBHE fleca, U Bbl HE CMOXEeTe yaAanuTb
06bekTbl U aTpubyThl, AO6aBNEHHbLIE B CXEMY.

PacwupeHune cxembl Active Directory no3sonsiet 3apermcrtpmpoBaTh B Ciyxbe kaTtanoros
KOMMOHEHTbI, Heobxoanmblie ans pabotbl BioLink IDenium.

PacwupeHne cxembl Active Directory Heob6xoamMmMo NpoBoAMTb OAMH pa3 Ha KOHTposiiepe
OOMeHa, KOTOopbIn BflageeTt ponblo Schema Master, B kopHeBoM goMeHe (root domain)
cny»x6bl kaTanoros Active Directory. Bnocnencremm nameHeHHasi cxemMa penimunpyeTcs Ha
BCE KOHTPOJI/Iepbl AOMEHOB B JIOKA/IbHOM CETW.

Ans Toro uto6bl BHECTM Heob6xoanMble naMmeHeHun B cxemy Active Directory,
BbINOJIHUTE Ccneaylolme AoencCTBUN:

3anyctute ytunuty IDeniumADExpander (darn HaxogmnTcsa Ha KOMNakT-aucke Biolink
IDenium ans Active Directory). B nosBuslemcs okHe Biolink Idenium ADExpander
Heo6xo0aMMOo BblbpaTb A3blK, COOTBETCTBYIOLLNI A3bIKY ONEpaLnoOHHON CUCTEMbI, M HaXaTb
KHOMKy Expand. Ha 3anpoc noareep>xaeHus, ecnm Bbl 4eicTBUTENbHO XenaeTte
NPOAO/IKNTb, HEOHXOANMO OTBETUTb NMOMOXUTENbHO. X044 paclUMpPEHNS CXEMBbI
oTobpaxaeTcs B OkKHe yTunuTbl. CneayeTt AoxAaTbCsa coobLlieHns 0 3aBepLieHnm npouecca.
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3.4

Mporpamma aBTO3anycka yctaHoBKM BioLink IDenium

Mporpamma aBTo3anycka ycraHoBku BiolLink IDenium npegocrasnsieT yaobHbii
Nonb30BaTeNbCKNI MHTEpdENC AN BbIMNOSIHEHMS OCHOBHbIX 3a4a4 Mo U3y4YeHuto
OOKyMeHTauun, yCTaHoBKe nporpaMMHoro obecnevenumsa BiolLink IDenium v nonydeHuto
AONoNHUTENnbHOM MHpOopMauumn o npogykTax Biolink.

MporpaMMa aBTo3anycka NpeaoCcTaBaseT BO3MOXHOCTb 3anycka ceayowmnx Mactepos
YCTaHOBKMW:

e dain yctaHoBKM KOMMoHeHTa «BiolLink IDenium Server» (BioLinkIDenium_server.msi);

e dalin ycTaHOBKM KOMMOHeHTa «BioLink IDenium Admin
Pack» (BioLinkIDenium_Adminpack.msi);

e daiin yctaHoBKM KoMnoHeHTa BioLink IDenium Windows Logon n Password Vault
(BiolinkIDenium_Client.msi);

e dann yCTaHOBKM KOMMOHEHT Ha KOHTPOJIJIep AOMeHa
(BioLinkIDenium_DCComponents.msi).

BHuMmaHue! Bce ®aiinbl yCTaHOBKM KOMMOHEHTOB BioLink IDenium Heobxognmo
3anyckaTb MoA YY4ETHOM 3arnucblo agMUHUCTpaATopa.

PekoMeHAayeTcs 3aKkpbiTb BCe npuioxeHusa Windows, He ncnosib3yemble B npoLecce
YCTaHOBKW, nepes HayasaoM yctaHoBkuM BioLink IDenium. Takxe He peKkoMeHAayeTcs
yCTaHaBnuBaTb/yAansATb Apyroe nporpaMMHoe obecneyeHune B npouecce yCTaHOBKMU
nporpamMmHoro obecneyeHus BioLink IDenium.

YT106b1 OTKPDLITH NPOrpaMMy aBTO3aNycKa, BbINOJIHUTE ceayolme RenCTBUs:
1. Bongute B onepaumoHHyto cnctemy Microsoft Windows.

NMpuMmeuyaHume. Ha komnbtoTepe nog Windows 2000/XP/2003/Vista/2008/7 2008/7
BOMANTE B CUCTEMY, UCMOJIb3YS YUYETHYHO 3anncb agMMUHUCTpPaTopa.

1.BcTtaebTe auck IDenium agns Active Directory B CD-ROM auckosog.

2.Ecnn Ha KoMnbloTepe UCNOob3yeTCcs pexXuM aBTo3anycka, NnporpamMma yCTaHOBKM
3anyCcTuTcsa aBToMaTu4yeckn. B NnpoTMBHOM criydae 3anyCcTuTe nporpaMmMy BpYYHYIO:
BblbepuTe B MeHto Myck koMaHAy BbInOAHUTB, 3aTEM HaxXMmUTe KHOMKy O630p,
nepengnte Ha CD-ROM guckosog v Bbibepute Setup.hta. B okHe 3anyck
nporpamMmsbl Haxkxmute OK.
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JanycH nporpasb

3. Janee oTKkpoeTcs OKHO «[Jo6bpo noxanosaTb», B KOTOPOM MporpaMma aBTo3anycka
NpeanoXuT Ha BblI6Op HECKONBKO BapuaHTOB AanbHelLwel paboThbl:

Welcome

Prepare

IDenium components(x86)

For developers

Advanced

4. Bbl MOXeTe BblbpaTb cneaylowme NyHKTbl MEHIO MPOrpaMMbl YCTaHOBKMU:
e NMoaroTtoBka
e [lpounTaTbh CBEAEHMS O BbINyCKe

e MpounTaTb PYKOBOACTBO MO YCTaHOBKE
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e KomnoHeHTb! IDenium;
e YcTtaHoBka BiolLink IDenium Client
e YCTaHOBKa KOMMOHEHT Ha KOHTpOJISIep AOMEHa
e YcTtaHoBka BiolLink IDenium Server
e YcTtaHoBka BiolLink IDenium Admin Pack
e OAnsa paspaboTunkoB
e YctaHoBka IDenium SDK
e lONOJIHUTENbHO
e [lpocMOTpeETbL ANCK
e [oceTuTb canT

Ons oTMeHbl Npoueaypbl YCTaHOBKKM HaXxXMute BbixoA.
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3.5 YcraHoBka komnoHeHTa BioLink IDenium Ha KOHTponnep gomMmeHa

KomnoHeHTbl BioLink IDenium, npegHa3Ha4vyeHHble 419 YCTAaHOBKM Ha KOHTpoJiepax
AOMeHa, A0J1XKHbl 6bITb YCTAaHOBMEHbI HA KaXAbli KOHTPOANEp AOMEHA B CETHU.

YT106bI YCTAHOBUTb KOMMNOHEHTbI BioLink IDenium Ha KOHTponsiepe AOMEHa,
BbINOJIHUTE CcnieaylolmMe AoenCcTBUN:

1. Ha koHTponnepe gomeHa 3anyctute ¢dain ycraHoBku BioLink IDenium DC
Components. 1715 310ro Bbl MoxeTe n1Mbo WenKHyTb B NporpaMMe aBTo3anycka
BioLink IDenium no NyHKTY YCTaHOBKA KOMMOHEHT Ha KOHTpoJiIs1ep AOMeHa, nbo
3anycTnTb dann BioLinkIDenium DCComponents.msi BPYYHYIO (ain HaxoamTcs Ha
auncke BiolLink IDenium).

2.anee cnepyiite ykasaHuaMm danna yCTaHOBKM.

3.06paTnTe BHMMaAHME, 4YTO NO OKOHYaHMK ycTaHoBkM BioLink IDenium DC
Components Ha KoHTponnep goMeHa noTpebyetca nepesarpyska.
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3.6

YctaHoBKa cepBepa BioLink IDenium

Ha naHHOM 3Tane ycrtaHaBnmBaeTtcsa cepeep BioLink IDenium. CepBep MoxeT 6bITb
YCTaHOBJ/IEH KaK Ha BblAENIEHHOM KOMMbIOTEPE, TaK U Ha 0ObIYHOM KOMMbLIOTEPE,
BbIMOSHAOWMM (pyHKUMIO pabodeli ctaHumm, dalin-cepsepa u T.4.

PasBepTbiBaHMe x0Ts 661 ogHOro cepsepa BioLink IDenium sensietcs obs3aTtesibHbIM AN
Ka)aoro carta. Bnocneacrsmmn KOMYECTBO UCMOSIb3YEMbIX CEPBEPOB MOXET ObITh
YBEJIMYEHO UM YMEHbLUEHO B 3aBUCUMOCTM OT TpeboBaHmin K 6bICTPOAENCTBUIO
nporpamMmHoro komnsiekca BioLink IDenium.

YT106b1 YcTaHOBUTbL cepBep BioLink IDenium, BbinosIHUTE caieaylowime oeNcTBus:

1.3anyctute ®@ann ycraHoBkM BioLink IDenium Server Components. [1515 3Toro Bbl
MoxxeTe N1Mbo WenkHyTb B NMporpamMme aBto3anycka BiolLink IDenium no nyHKTy
YcTtaHOBKa cepBepHbiX KOMNoHeHT BioLink IDenium, n16o 3anyctutb dann
BioLinkIDenium server.msi BPY4YHYIO (dain Haxoamtcs Ha ancke BioLink IDenium).

2.anee cnepyiite ykasaHuaMm danna yCTaHOBKM.

3.Ha ware HacTtpoika 3anycka cny»x6bl cepBepa BioLink IDenium BaM Heo6xoaAnMMO
6yneT BBECTM UMS M NApOsib MOMb30BaTeNs, OT Ubero UMeHn byaeT 3anyckaTbcs cnyxba
cepBepa BioLink IDenium.
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i Ycranoska BioLink IDenium Server{x64) - 0] x|

Hacrpoiikn 3anycka cnyx#bbl cepeepa BioLink IDenium

BEEOWTE YYETHBIE AaHHBIE NONB30BATENA, OT YbEro MMeEHW ByneT
sanyckaTeoA cnywba

[na HacTpolk sanycka cnysbel cepeepa Biolink IDenium TpebyeTca BEECTI MMA
NONEZ0EATENA M NAP0ME YYHETHO 3aMMCM, BX0AAWLER B rpynny AQMMHUCTPETOPE AOMEHE 1
MMEHDLWLER NONHEIE MPEBa Ha YNPaBneHMe CywhEMY M CEPBMCEMA HE TOM KOMMEKITEDE, rie
YCTaHaBnMBaeTCA cepeep BioLink IDenium,

YYETHEIE AGHHEIE HEOAXOAMMD YKASLIBATE B CNEAYIOWEM BUOE:

MMA_A0MEHE YIMA_NONE30EaTENA,

MMA nonbsoBaTens:

Itesh:lu:umain Yadrmin

Mapone:

Hazan I LNanee I OTMeHa

4.BbibpaHHas yyeTHasa 3anucb AO/HKHA BXOAUTb B rpynny AAMMHUCTPaTOPbl AOMEHa U
WUMETb MOJIHbIE MpaBa Ha ynpassieHne cnyxbamMmum n cepBucaMm Ha KOHTpPOJIepe AOMEHa,
Kyna yctaHaBnuBaeTcsa CepBep BioLink IDenium.

5./Ma yuyeTHOM 3anmcy AoKHO 6bITb NpeacTaBNeHo B crieayloweM Buae:
NMSA_AoMeHa\MMS_y4YeTHOW_3anuncu

roe:

MMS_AOMEHa — 3TO MMS AOMEHa, Ha KOTOpbI ycTaHaBnuBaeTcs cepsep BiolLink IDenium,

MMH_yquHOVI_3aHMCM — Y4Y€THa4da 3anuchb, obnagatowas 40CTaTOYHbIMU npasamMu.
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3.7

YcTtaHOBKa nporpaMmMHoOro o6ecneyeHus komnoHeHta BioLink
IDenium Admin Pack

KoMmnnekT nporpaMmHoro obecrnedeHns komrnoHeHTa BioLink IDenium Admin Pack n3
naketa noctaesku BioLink IDenium Heobxo0AMMO yCTaHOBUTb Ha BblaeneHHoe APM, ¢
KOTOporo 6yaeTt BbIMOMHATLCS aAMMHUCTPATUBHOE 06CnyXXmnBaHme NporpaMmMHOro
komnnekca BioLink IDenium.

APM agmumuHucTtpaTtopa BioLink IDenium MoXeT 6bITb pacnosioXXeHo Ha NtoboM
KOMMblOTEpe, KOTOPbI BXOAUT B IOMEH U yaoBneTBopsieT TpeboBaHmsam Kk APM
aAMUHUCTpaTOopa.

Y1061 YCTAHOBUTb NpOorpamMMmHoe ob6ecneyeHne komnoHeHTta BioLink IDenium
Admin Pack, BbinonHUTe cneaywowime AeMcTBuna:

1.3anycTtute ¢pann yctaHoBkM BioLink IDenium Admin Pack. [1n5 3Toro Bbl MOXeTe
nmbo wenkHyTb B NMporpamme aBto3anycka BiolLink IDenium no nyHKTy YcTaHOBKa
BioLink IDenium Admin Pack, nn6o 3anyctutb dann
BioLinkIDenium_Adminpack.msi Bpy4Hyto (dann Haxoautcs Ha aucke Biolink
IDenium).

i%“ ¥cranoska BioLink IDenium Adminpack(x64) = 0] x|

BuibopouHan yCcTaHOBKA

YKEHMTE KOHQMM YDEWAKD YCTSHOEKN KOMMNOHEHTOE,

AnA W3MEHEHWA NAPaMETPOE YCTaHOBKM KEKOro-NMB0 KOMNOHEHTS LWENKHWUTE
CODTBETCI'BYI‘DLIJ.Hﬁ JHE40K B pacnonoeHeHHOM HIKE AEpEBE.

Brxnagrka BioLink—06yverne YCTaHOBKA BKNAAKN YNIPAENEHMS
Brnanka BioLink—Password OTNEYETKEMH NanbUEs
Brraaka BioLink-CardLogon nonesoeaTtenel IDenium.

Brnaaka BioLink—CueHapi PY

JlnA 3TOro KOMNOHEHTa TpedyeToA
8175KE Ha #ecTKoM aucke,

MecTononose... Ci\Program Files\Biolink IDenium Adminpadk) Dfzop. .. |
Chpoc Mcnonb3oBaHWe AWCKa | Hazan I Janee I OTMeHa |

2.[Janee cneayiTte ykasaHuaM daina yctaHoBkW. MNocne cornacus ¢ yCoBUAMU INLIEH3NN
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Ha nporpammHoe obecnedveHne BioLink IDenium, B okHe Bbi6Opo4yHas ycTaHOBKa
MOXHO BblbpaTb BKI1agKu, KoTopble 6yayT AobaBneHbl K CBOMCTBAM MNosib3oBaTenel B
koHconu Active Directory - Monb3oBaTrenn n KOMNbIOTEPDI:

e Bknaaka BioLink-O6yuyeHune (no3BosisieT BBOAUTb B CUCTEMY BMOMeTpUUeckme
naeHTudmKaTopbl nonb3oBaTenen);

e Bknapka BioLink-Password (no3sonsieT 3anmcbiBaTb U XpaHUTb Naposb Kak
aTpmbyT nonb3oBaTtens B Active Directory);

e Bknapaka BioLink-CardLogon (no3ssonset BBoauTb NMNH-Ko4 KapTbl Nonb3oBaTens,
yTO6bI MPU UCMONL30BAHMM A4S BXOA@ B CUCTEMY LUMPPOBbIX CEPTUHOUKATOB, BMECTO
BBoaa NMNH-koga nonb3oBaTesib NpeabsaBasa cBon buomerpmyeckmne
naeHTudmkaTopsl);

¢ Bknapaka BioLink-CueHapuun PV (no3sonsieT ynpaBnsaTb cueHapusamu Password
Vault nonb3osaTens).

B xoae yctaHoBku BioLink IDenium Admin Pack Ha APM agMuHucTpaTtopa 6yayT
YCTaHOBJIEHbI ApalBepbl NoaAepPXMBaeMblX BUOMETPUYECKNX YCTPOMNCTB.

3ameuaHume! HacTtoaTenbHO pekoMeHAyeTCcs nNoakatodYaTb bMOMeTpmyeckme yCTponcTBea
nocsie yCTaHoBkKM KoMnoHeHTa BiolLink IDenium Admin Pack.
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3.8

YctaHoBka komnoHeHTa BioLink IDenium Client

[aHHbIN 3Tan 3aBepliaeT Nnpoueaypy pa3BepTbiBaHMA NporpaMMHoOro komnnekca BioLink
IDenium.

MporpammHoe obecneyeHne komnoHeHTa BioLink IDenium Client oTBeuaeT 3a
bnomeTpmnueckyo ayTeHTUdMKaLUMO Nonb3oBaTens Npym BXo4e B ONepaunoHHY CUcTemy,
AOOMeH nnm obpauweHun K pecypcam komnbtotepa. KomnoHeHT BioLink IDenium Client
pekoMeHayeTcsa yctaHaBnmeaTb Ha APM nonb3oBaTtenen. Takxke NnporpaMMHoe
obecneyenme komnoHeHTa BioLink IDenium Client moxeT 6bITb YcTaHOBNEHO APM
aaMmHucTpaTtopa cetu BMmecTe ¢ BioLink IDenium Admin Pack.

YT106bI YCTaHOBUTb KOMMNOHEHT BioLink IDenium Client, BbinonHute cneayowmne
AeNcTBuNA:

1.3anyctute ¢pann yctaHoBku BioLink IDenium Client. [Jns 31oro Bbl MoxeTe nnb6o
LEeNKHYTb B MporpamMmme aBTo3anycka BiolLink IDenium no nyHkTy YcraHoBka BiolLink
IDenium Client, nn6o 3anyctutb dain BioLinkIDenium_Client.msi Bpy4Hyto (dann
HaxoguTcs Ha aucke BiolLink IDenium).

3] Yeranoska BioLink IDenium Client(x@6) - 4.5.0.752 o B [

BuibopoyHan yCTaHOBKA

VKEHMTE KOHDWMYPaLYAD YCTSHOBKN KOMMNOHEHTOE,

[nA WSMEHEHWA MAPAMETPOE YCTaHOBKK KaKOoro-nibo KOMNOHEHTE LWENKHUTE
EDDTBETL‘FB'!.I'ICILLI.M[& 3H340K B paCNonNCeEHHOM HIKE AEDEEE.

¥CTaHOBKa KOMNOHEHTA,
MOZEQNAKDLLEND MCNONEZ0ESTEH

- (= = | Windows applications EMD”ETIEI;WEWE oc
= MAEHTWPWKETOPEI ANA BX0AS B
= ~ | Internet Explorer Windows.

w7 | FireFox Ana koMnoHeHTa TpebyeTca 10MB

Ha HECTKOM QWMCKE,

MecTononose... C:\Program Files\BioLink IDenium Client!,

Chpoc “ Mononb3oBaHHe AWcKa “ Hazan ” Janee H OTMeHa I
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2.0anee cnepyiite ykasaHuam danna yctaHoBku. Mocne cornacus € yCnoBuUsSiMU MLEH3UN
Ha nporpammHoe obecnedeHune BiolLink IDenium, B okHe BbibOopo4yHasa ycTaHOBKa
¢danna yctraHoskn BioLink IDenium Windows Logon MoXxHO BbibpaTb cneaytouime
KOMMOHEHTbI AJ19 YCTaHOBKM:

e IDenium Windows Logon (nNo3BonsieT ncnosb3oBate GUOMeTpuyeckne
naeHTU@UKaTopbl 47159 BXO4a B ONepaunoHHYI0 CUCTEMY);

e IDenium Password Vault (no3sossieT 3anmcbiBaTb NOCN€A0BaTENbHOCTb AENCTBU
NoNb30BaTeNS B OKHaX MPUIOXEHUM B BUAE CLLeHapueB W BNOCNeACTBMN NPOUTrpbIBaTb
3TU CUEeHapuu No nNpeabsBieHnio 6MoMeTprUYecKUX naeHTndmnkaTopos). nsa atoro
KOMMOHEHTa eCTb BO3MOXHOCTb BblbpaTb Heob6xoanMble NOAKOMMOHEHTbI 41s 3anucn/
BOCMpoOM3BeAeHUs] CKPUMTOB.

3amevaHume! [1na pabotbl koMnoHeHTa BioLink IDenium Password Vault He
obs3aTenbHa ycrtaHoBka komnoHeHTa BioLink IDenium Windows Logon.

B xone ycraHoBku komnoHeHTa BioLink IDenium Windows Logon Ha APM
nonb3oBaTensa 6yayT yCTaHOBNEHbI ApalBepbl NogAepXKMBaeMbIX GUOMETPUYECKNX
YCTPOWCTB.

3ameuvaHume! HacTtoaTenbHO pekoMeHayeTca noakntovaTte bBuoMeTpmyeckmne yCTpomcrea
nocsne ycTaHOBKM KoMnoHeHTa BiolLink IDenium Windows Logon.
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3.9

MNMepBbIN BXOA B cucteMy

Ecnn nonb3oBaTtenb He NPMCYTCTBOBAJ MPU CO34aHUM CBOEKM YUYETHOM 3anncu, TO npu
nepBoOM nocne ycraHoBkM kKoMrnoHeHTa BioLink IDenium Windows Logon Bxoze B
ornepauMoOHHYK CUCTEMY MOSIb30BaTE/Ib HE CMOXET UCMOIb30BaTh OTNEYaTKn nanbues. B
5TOM C/fly4yae Ansa BXxoAa B OMNepaLMoOHHY0 CUCTEMY C/leAyeT BOCMOJ1b30BaTbCs MMEHEM
nosb30BaTeENSA M MAPOSIEM, @ MOTOM 3apPErncTpMpoBaTh OTNEYATKU NasbLEB.

Ecnu ydeTHasa 3anucb nonb3oBaTtens 6bi1a co3gaHa Ao passepTtbiBaHus Biolink IDenium,
TO AJ181 NepBOro rnocnae ycraHoBkn koMnoHeHTa BioLink IDenium Windows Logon
BX04a B ONEpaLMOHHYI0 CUCTEMY NOMb30BaTeb 0653aH UCNOAb30BaTb CBOM MMSA U Napo/ib,
Aaxe ecnn ero buometpuueckmne naeHTubukaTopbl yxe 6ol BBEAEHbl aAMUHUCTPaTOPOM.
3T0 Heo6xoAMMO ANg TOro, YTobbl KOMNOHEHT CUHXPOHU3aTOp Naponemn cMor
«3axBaTuUTb» Napofb U nepeaaTb ero cepsepy BiolLink IDenium.

B kauecTBe pelleHMs Takol npobaeMbl NEPBOro BXOAa B CUCTEMY MOXHO MPeanoXuTb
AAMUHUCTPATOPY LEHTPasIN30BaHHO U3MEHUTb (COPOCUTL) Napoan BCEM MONb30BaTENSM,
UbM y4yeTHble 3anucu bbin co3gaHbl 40 pa3BepTbiBaHusA Biolink IDenium. B nobom
cny4ae, Nosib30BaTeso yXe CcoBCceM Heobsi3aTeslbHO 3HaTb Mapo/ib CBOEN YYETHOM 3anunucu
B Windows; Beib OH MOXET BOCMO/Ib30BaTbCsl HUOMETPUYECKUM BXOAOM B ONEPALMOHHYHO
cUcCTeMy.

XoTenocb 6bl OTMETUTb, YTO AN NONb30BaTENEN, UbW YUYeTHble 3anmcuK 6bian co3gaHbl 40
pa3BepTbiBaHus BiolLink IDenium, HO oTneyaTKn nanbuUeB He 6blM BBEAEHDI
LeHTpasn30BaHHO (T.e. MM NpUAETCS MCNOAb30BaTb MMSA WU Naponb ANs NepBoro Bxoaa B
cucrtemy, ytobbl co3gatb cBoM BuoMeTpuyeckmne naeHTudmkaTopbl), Takon Nnpobnembl He
CyllecTByeT.
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4.1

JoGaBneHue u yaaneHue noaaepXkn TepMUHanbHbIX
ceccum

B komnnekT guctpmbyTtmea BioLink IDenium BxoaaT AONONHUTENbHbIE NPOrpaMMmbl
yCTaHoBKMK, obecneunBatowine paboty ckaHepa U-Match 3.5 npu noMouim BupTyanbHOro
ApanBepa B TEPMUHASIbHbIX CECCUAX:

e Citrix XenApp 5.0,

¢ Microsoft RDP.

HNoGaBneHne n yaaneHue nogaepxkn TepMUHanbHbIX Ceccum
Citrix

YcraHoska IDenium SDK:

Ha cepsepe Citrix yctaHoBuTe komnoHeHT BioLink IDenium SDK, 3anyctus daiin
BioLinkIDenium SDK.msi. KoMnoHeHT Biolink IDenium SDK no3BonsieT CTOpOHHUM
pa3paboTunkaM cosgaBaTb COOCTBEHHbIE MPUNOXEHUS, NCNOMb3YIOLWME TEXHONOMMN
BioLink IDenium. MpunoxeHue, HanncaHHoe ¢ noMolbio BioLink IDenium SDK, no3sonuTt
NpoM3BOAMTb MAEHTUdUKaALMIO Nonb3oBaTens Ha cepeepe Biolink IDenium mn co3gasaTb
3TanoHbl OTNEYaTKOB MasibueB Mojib30BaTeslen CUCTEMDI.

YcTaHOBKa cepBepHbIX KOMMNOHEHTOB:

Ha cepBepe Citrix yctaHOBUTE cepBepHble KOMMNOHeHTbl nogaepxku Citrix, 3anyctus dann

BioLinkServerCitrixComponent.msi.
YCcTaHOBKAa KJIMEHTCKUX KOMMNMOHEHTOB:

Ha KNMeHTCKMX KOMMbloTepax, AN KOTOpbIX HeobxoamMo obecneunts noaaepxky Citrix,
3anyctute ¢dakn BioLinkClientCitrixComponent .msi.

YpaneHue nogaep>Xku TepMuHasibHbix ceccui Microsoft RDP:

0na ypaneHusa noanepXXkm TepMmnHanbHbix ceccuin Microsoft RDP BbinonHuTe cneaytowme
OENCTBUS:

o 1N yoaneHns nognepXKu TepMmMHanbHbix ceccnii Microsoft RDP ¢ KNMEeHTCKMX
KOMMbIOTEPOB, 3anycTuTe ain IDenium TerminalServer.msi U BblbepuTe gencrene
Ynanutob.

o 1N yoaneHus nogaepXxKu TepMmHanbHoro cepeepa(os), 3anyctute dann
IDenium TerminalClient.msi W BblbepuTe AeNCTBME YAANUTb.
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4.2

HNoGaBneHne n yaaneHue nogaepxkn TepMUHanbHbIX CecCcUm
Microsoft RDP

YcTaHOBKa cepBepHbIX KOMMOHEHTOB!

Ha TEPMUHAIbHOM CepBepeE YCTAaHOBUTE CeEPBEPHbIE KOMMOHEHTbI MOAAEPXXKN Microsoft
RDP, 3anyctms ain IDenium TerminalServer.msi.

YcTaHOBKa KJIMEHTCKUX KOMIMOHEHTOB:

Ha KAIMeHTCKMX KoMnbloTepax, Aas KOTopbix Heobxoammo obecneuntb noaaepxky Citrix,
3anyctute dann IDenium TerminalClient.msi.

YpnaneHnune noaaepxxku Citrix:

Ons ynaneHnsa noaaepxkmn tepMmHanbHbix ceccuii Citrix BbINONHUTE cneayloume
nencrema:

e Ins ynaneHusa noaaepxkun Citrix ¢ KIMEHTCKUX KOMMbIOTEPOB, 3anycTute damn
IDenium TerminalServer.msi W BblbepuTe AeiCTBME YAaNNUTb.

e [Ina yaanenuns nopgaepxku Citrix cepsepa (oB) Citrix, 3anyctute dann
IDenium TerminalClient.msi W BblbepuTe AeNCTBME YAANNUTb.
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5 Yctpounctea cepumn BioLink U-Match

B 3Tol rnaBe pacckasbiBaeTcs 0 TOM, KaK NOAKIOYNTL YCTPOMCTBO BiolLink U-Match k
BaweMy KOMNbIOTEPY, KaK YCTAHOBUTb AJ19 HEro AparBep U Kak yaanauTb YCTPONCTBO
BioLink U-Match, ecnu Bbl He nNiaHMpyeTe ero UCrnoJsib30BaTb B AaJIbHENLLEM.

BuomeTpunueckoe yctporictBo BiolLink U-Match - ckaHep oTneuyaTKoB nasnbLeEB, SIBNSETCS
OAHOM N3 OCHOBHbIX KOMMOHEHT NpPOrpaMMHOro komnnaekca BioLink IDenium,
rapaHTupytoulero 6eszonacHoctb APM nonb3oBatenen, pabotawwmx B OC Windows /
Windows Server.

YcTaHOBKA HOBOIMO YCTPOMCTBa BKOYaeT B cebsi aoBa aTana:
e MOAK/IOYEHNE YCTPONCTBA K KOMMbIOTEPY;
e YCTAHOBKa ApanBepa YCTPOMCTBA.

YT106bl NPaBMIbLHO YCTAaHOBUTL ApaliBep YCTPOMCTBA, CNneaymnTe NHCTPYKLUMSAM Mo
ycTaHoBKe. Nepea HayanoMm ycTaHOBKK npouyntanTe B haine README o nocneaHmnx
n3MeHeHuax B cucteme. ®amn README pacnonoxeH Ha KOMMNaKT-AWUCKe, MOCTaB/ISIEMOM
BMecTe ¢ BioLink IDenium.

© 2013 BioLink Solutions



29

PykoBoacTBo no yctaHoBke BioLink IDenium ansa Active Directory

5.1

PacnakoBka yctpoucts BioLink U-Match

KomnniekT noctaBku yctponcts BioLink U-Match® Bkntouaer B cebs:
e YcTpoiictBo cepum BiolLink U-Match®

e PyKOBOACTBO MoJ/ib30BaTENS

e PykoBoACTBO No yCTaHOBKe

e PerncrpaumoHHas KapTouka.

MNepen HayasioM YCTaHOBKM MPOBEPbTE KOMMJIEKTALMIO YCTPONCTBA MO CMUCKY,
npeacTaBfeHHOMY Bbilwe. B cnyyae oTCyTCTBMS /060ro U3 KOMMOHEHT MNOCTaBKM,
noxanyncra, obpaTmTech K MocCTaBLUMKY.

3ameuaHume. Ybeantecb B TOM, YTO yCTpoicTBO BioLink U-Match® He 6b1s10 noOBpeXaeHo
npu TpaHCNopTupoBKe. Ecnn Bbl 06HapyxuTe Kakne-nnmbo noBpexaeHusl, HeMeasieHHO
obpaTtutecb K NOCTaBLUKKY.

CoxpaHuTe ynakoBKy AN NOCeAYOWero XpaHeHNs 1 BO3MOXHOW TPaHCMOPTUPOBKMU
ycTpoiictea BiolLink U-Match®.
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5.2 MNopxkntoyeHne USB yctponcts cepum BioLink U-Match

B sTom paszgene cobpaHa nHdopmaumns o6 ycraHoBke USB ycTtponcts cepum Biolink U-
Match Ha APM nonb3oBaTtens. NHpopMauno o nociegHnx n3aMeHeHusax B npouenype
YCT@HOBKW YCTPOMUCTB CM. B danne README.

5.2.1 NMoaknto4yeHune USB yctpoucts BioLink U-Match

Bbl MOXxeTe nogkntoyaTb/oTkNtouaTh USB ycTponctea kK APM nonb3oBaTens B ntobon
MOMeHT 6e3 npeaBapuUTeNbHOIo BbIK/IOUYEHMS KOMMNbIOTEpPa.

5.2.2 YcraHoBkKka gpanBepoB USB-ycTponcts cepum BioLink U-Match

BHnMaHue! HacTtoaTenbHO pekoMeHAyeTCs Npon3BOAUTb NoAKtoUeHme ntobbix USB-
CkaHepoB oTneyvaTkoB nanbueB MOCJIE yctaHOBKM MporpaMMHOro Komnsekca BiolLink
IDenium. B cny4yae, ecnm yCTpOMCTBa 6bI/IM NOAKAOYEHbI A0 YCTaHOBKM BioLink IDenium,
TO B OkHe MacTep ycTaHOBKM HOBOIro o6opyaoBaHuaA cneayeT HaxaTb KHOMKY
OTMeHa.

B komnnekT noctaBku cuctembl IDenium ansa Active Directory BxoasaTt apariBepbl ans
noaaep>XmBaeMbix 6MoMeTpmyeckmx yCTporicTs. [parsepbl Ans ycTpoicTts BioLink U-Match
MatchBook v.3.5 6yayT ycTaHoB/ieHbl aBTOMaTM4eckn. Ecnm no kakmm-nmbo npmymHam
3TOro He NpPoOM30LWJI0, ApalBep MOXeT 6biTb YCTAHOBEH C UCMO/ib30oBaHMeM MacTepa
HOBOro o6opypaoBaHus.

YT106bI YCTAHOBUTb ApaiBep CKaHepa OTNevyaTKoB NnaJibLeB NocJ/ie YCTAaHOBKHU
BioLink IDenium, BbiNoJIHUTE cneayroLwme AencTBus

1.Mocne nogkntoueHns yctponcrtea USB BiolLink U-Match Ha akpaHe nossutcsa coobuieHne
06 obHapy>keHMn HOBOro annapaTtHoro obecnedyeHmss B okHe MacTtep HOBOro
o6bopynoBaHuna
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MacTep Hosoro oGopyaoEaHHA

MacTep HoBoro obopynoBaHua

EuaeT npos3sensH noMce TEREWErd W OGHOSMEHH0rD
NEDrPEMPIOrD OBECNEYERMA HA KOMNGIOTERE, YCTS0BCHIN
FosANasTaHCEe odopunosam wd Ha eebyane Windowss
Update [c eawers paspeiwssiia)l

AT L Wi

Pazpewsme noakmouesses g yzny Windows Update gna
NCLECKE NPOFPAMPHORG ofecneyesss Y

) Da. Tonexo BaToT pas

(1 . cefrac u pawanit pas npH NOLKAKHEHHA
YCTpORCTEA

(Dﬂqmuarmpua J

InA Npoomess sakeaure Eponey " Danes",

[_Qanee> | [ Orriena J

2.Ha Bonpoc Paspewntb noaknwoueHue k yany Windows Update gna noucka

nporpamMMHoro obecneueHnuns? OteeTbTe HeT, He B 3TOT pas.

3.B okHe MacTep HOBoro o6opyaoBaHus Bbi6epTe ABTOMAaTUYECKasA YCTAaHOBKa

MacTep HoBoro oBopyaoEAHHA

3TOT MACTED MOMOr 38T YCTAHOEMTE NPOrParHOS
GEECABNEHHE AR YRASEHOF0 YCTPORCTES
BioLink USE U atch MatchBook Dewice

h '_}l Ecam ¢ ycTpORCTEOM NOCTABARETCA
LY YCTAHOBOYHEA QMCE, BCTABLTE Ero.

Brifepure edcTEHE, KOTODOS CAESAYET BHNONHMTE.
(® Beremsanecran ycranoesa [pexoveragercai )

() HCTaH0EXA M3 YLa3aHHoro MecTa

TN\ NP0 fx e Hadt-Te KHoney Danes”,

l < Hazan ][_Qanee> | l Orriena J

4.ByayT yCTaHOB/EHbI ApaliBepbl 6MOMETPUYECKUX YCTPOCTB CKAHNMPOBAHMSA OTNEeYaTKOB
nanbues. XoA npouecca yCTaHOBKM 6yaeT oTobpaxaTbCcsi B OkHe MacTep HOBOro

o6opyanoBaHUA — NOUCK ApalBepPOB AN YCTAaHOBKMU.
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MacTep Hogoro oBopyogBaHHA

MNoaomaure, DLMOANAETCA NOHCE. ..

El BioLink USE U-Mateh MatchBeook Device

L

< Hazan |

BHuMaHume! py ycTaHOBKE ApafiBEPOB B ONMepaLMOHHON cucteMe cemencrtea Microsoft
Windows 2003 Server, aBToMaTn4eckas yCTaHOBKa ApanBepa MOXET He paboTatb. B aTom
cny4ae, BbibepuTe NyHKT YCTaHOBKA U3 yKa3aHHONo MecTa 1 B CNieAyHLLEM OKHe
yKaXxkuTe NyTb K gpaliBepaM yCTpoihcTBa (Mamnka Drivers Ha gucke BiolLink IDenium).

5.3 YpaneHue yctpoucts BioLink U-Match

Ecnu Bbl HE HaMepeHbl B faNbHEWLWeM NUCMoib30BaTb YCTPOMCTBO BioLink U-Match, Bbl
MOXeTe yaanuTb ero ¢ sawero APM nonb3oBaTtens.

Y106kl yoanutb USB-ycTpoiicTteo BiolLink U-Match, npocto otcoeamHmnTe kabenb aToro
ycTpoiictea oT USB-pa3bemMa KoMnbloTepa.
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YaaneHue BioLink IDenium ansa Active Directory

BHumMmaHumel! lNMepea Havyanom npoueaypbl yaaneHns Kakoro-nnb6o KkomnoHeHTa BioLink
IDenium 3akpomnTe BCce npunoxeHns Windows.

YpansaTtb koMnoHeHTbl BioLink IDenium cnenyeT B cnepswen nocnenoBaTe/lbHOCTH:

1.CHauana yaanute BioLink IDenium Client n ero cocrtaBHble yactu co Bcex APM
nosib30BaTesNEN B JIOKaSIbHOM CETU, FAe pa3BepPTbIBA/ICS NPOrpaMMHbIN KoMnnekc Biolink
IDenium;

2.0anee ypanute komnoHeHTbl BioLink IDenium, ycTaHOBNEHHbIE HA KOHTPOJ/IEPDI
AOMEeHa, CO BCeX KOHTPO/IEPOB AOMEHA B JIOKASIbHOW CETH;

3.3atem ypanute komMnoHeHT BioLink IDenium Admin Pack;
4.CambIM nocnegHuM yganute cepsep BioLink IDenium.

BHunmMmaHue! Onepauus pacwupeHnuns cxembl Active Directory He MoxeT 6bITb OTMEHeHa.
Bo3BpaT k npeabiayLien KoHpurypaummn Active Directory Bo3MOXeH TONbKO NPU Hanuumm
KOHTPOJ/IbHOW TOYKW BOCCTAHOBJIEHNS, @apPXUBHOWM KOMWUU, U T.4., CO3A4AHHbIX A0
pacLUNpPEHUsST CXEMbI, WX NOJHOM NepeyCcTaHOBKM ONepaLMOHHON CUCTEMbI HA KOPHEBOM
KOHTpOJI/iepe AOMEHA.
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6.1 YpaneHue komnoHeHTa BioLink IDenium Client

Y1061 YAanutb koMmnoHeHT BioLink IDenium Client, BbinonHute cneayowme
AeucTBuNA:

1.3anycTiTe npunoxeHve YCTaHOBKA M yaasieHUe nporpaMmm (4ns 31oro HaxmuTe
Myck, BbibepnTe HacTpoMka, wenkHute MaHenb ynpaBneHua v ABaXKabl LENKHUTE
3Ha4yoK YCTaHOBKa M yaasieHMe nporpamm), Bbibepute n3s cnmcka BioLink IDenium
Client, a 3ateM HaxMuUTe KHOMKY YAanuTthb.

2.MoaTeBepanTe yganeHue NnporpaMMHoro obecnevyeHmns HaxaTmeM Ha KHonky OK. Ecnu
Bbl He xoTuTe yaansatb BioLink IDenium Client Haxxmute kHonNkKy OTMeHa.

3.Ha akpaHe nosABUTCS MHAMKATOp XoA4a npouecca yaaneHus.
4.0 3aBeplIeHnn yaaneHns HeobxoanmMo nepesarpy3ntb KOMMNbIOTEP.

5.MMocne nepe3sarpy3ku KOMNbtloTepa yaaneHne nporpamMMmHoro obecnevenums BioLink
IDenium Client 6yaet 3aBepLueHo.
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6.2

YaaneHue komnoHeHTOB BiolLink IDenium, yctaHaBnuBaemMbIX Ha
KOHTponnep AoMeHa

YT1o6b1 YRanutb nporpaMmmHoe o6ecneueHume BioLink IDenium DC Components,
BbINOJIHUTE cniefylolime AencTBus:

1.3anycTute npunoxeHne YcTaHOBKa M yaaJZieHMe nporpamMm (4719 3TOro Haxmure
Myck, Bbibepnte HacTpo#ka, wenkHuTe NMaHenb ynpaBaeHUa 1 ABaxabl WENKHUTE
3Ha4yoK YCTaHOBKa M yaaseHue nporpamMm), Boibepute n3 cnmncka nyHkT BioLink
IDenium DC Components, a 3aTeM HaXXMUTe KHOMKY YAanuTb.

2.MoatBepanTe yaaneHne nporpaMmHoro obecrnevyeHums HaxaTmeM Ha kKHonky OK. Ecnu
Bbl He xoTuTe yaansatb BioLink IDenium DC Components HaxMuTe KHoNky OTMeHa.

3.Ha akpaHe nosaBuTCA MHAMKaTOP Xo4a npolecca yaaneHus.
4.T1o 3aBepLUeHUN yaaneHud HeobxoaMMO nepe3arpy3ntb KOMMNbHOTEP.

5.Mocne nepesarpy3kmn KoMnbiOTEPA yAaseHne nporpaMmmHoro obecneuerHus BioLink
IDenium DC Components 6yaeT 3aBeplieHo.
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6.3 YpaneHue komnoHeHTa BioLink IDenium Server

Y1061 YAaNuTb NnporpaMmmHoe ob6ecneueHune BiolLink IDenium Server,
BbINOJIHUTE Ccneaylolme AoencTBuN:

1.3anycTute npunoxeHne YCTaHOBKA M yaasieHMe nporpamm (475 3TOro HaxXmure
Myck, Bbibepnte HacTpoMka, wenkHuTe NMaHenb ynpasBaeHUa 1 ABaXAbl LWENKHUTE
3Ha4yoK YCTaHOBKAa M yAasieHMe nporpamm), Bbibepute n3s cnmcka nyHKT BioLink
IDenium Server, a 3aTeM Ha)XXMUTE KHOMKY YAannUTb.

2.MoaTBEpanTe yaaneHme nporpamMMHoro obecrneyeHus Haxatnem Ha KHomnky OK. Ecnu
Bbl He xoTuTe yagansatb BioLink IDenium Server HaxxmMute KHOMKy OTMeHa.

3. Ha akpaHe nosABUTCS MHAMKATOp XoA4a npouecca yaaneHus.
4.Mo 3aBepleHnn yaaneHms Heobxoanmo nepesarpy3snTb KOMNbIOTEP.

5.Mocne nepesarpy3kn KoMnbioTepa yaasneHne nporpammHoro obecneueHus BioLink
IDenium Server 6yaeT 3aBepLueHo.
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6.4

YpaneHune komnoHeHTa BioLink IDenium Admin Pack

UYt06b1 YAaNuTb NnporpammHoe o6ecneueHune BiolLink IDenium Admin Pack,
BbINOJIHUTE Ccneaylolme AoencTBuN:

1.3anycTiTe npunoxeHve YCTaHOBKA M yaasieHUe nporpaMmm (4ns 31oro HaxmuTe
Myck, BbibepnTe HacTpoMka, wenkHute MaHenb ynpaBneHua v ABaXKabl LENKHUTE
3Ha4yoK YCTaHOBKa M yaasieHMe nporpamm), Bbibepute n3s cnmcka BioLink IDenium
Admin Pack, a 3ateM HaxMuTe KHOMKY Yaanutb.

2.MoaTeBepanTe yganeHue NnporpaMMHoro obecnevyeHmns HaxaTmeM Ha KHonky OK. Ecnu
Bbl He xoTuTe yagansatb BioLink IDenium Admin Pack, Ha)xMuTte kHonky OTMeHa.

3.Ha akpaHe nosABUTCS MHAMKATOp XoA4a npouecca yaaneHus.

4.lMporpammHoe obecneyenmne BiolLink IDenium Admin Pack 6yaet yganeHo.
Mepe3arpy3ka KoMnbloTepa He TpebyeTcs.
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