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NMpeaucnoBue

[Job6po noxanoaTb B BioLink IDenium! Cucrema 6Momerpuueckoin ayteHTupumnkaumm
nonb3oBarteneu BioLink IDenium (ganee IDenium) no3BonnT addekTUBHO
MCNosib30BaTh CTaHAAPTHbIE CPEACTBA 3alUUTbl ONepaLMOHHbIX CUCTEM CEMENCTBA
Windows 6narogaps NnpUMeHeHMI0 04HOM M3 caMbiX 3P DEKTUBHbBIX TEXHOTOMNN
pacrno3HaBaHus NoJib3oBaTeNen - No OTNeYaTKy nanbua.

JaHHbIN AOKYMEHT npefHa3HayeH 418 CUCTEMHbIX aAMUHUCTPATOPOB U COAEPXKUT
nHdopmauunto o cncrteme BiolLink IDenium ans Active Directory, Bkntoyatowen B cebs
MpoOrpaMMHbI€ KOMMNOHEHTbI, ONTUMN3NpPOBaHHbIE A1 paboTbl B ceTsax Microsoft Windows.

OTa rnasa CoOAepXUT pekoMeHAaunm o TOM, Kak Hauny4wmm obpasomM BOCMNOb30BaTbCA
DaHHbIM PyKoBOACTBOM agMuHucTpartopa IDenium npu BbINOSIHEHNM exXeAHEeBHbIX 3ajad. B
Hel NpeAcTaBNeHO KpaTKoe OnmMcaHne CoOAepXXMMOro KaXkaolh rnasbl C Lefbio NOMOYb
yuTaTent COPMEHTMPOBATLCSH, KOTOpPas U3 HUX MOXET NpeacTaBnaTb A5 Hero
Hanbonblwnii MHTepec. MaBa 3HAKOMUT C TEPMMHAMM, COKPALLEHUSIMM U CUCTEMON
YCNOBHbIX 0603HaYeHW, NCNOJIb3yeMbIX B AaHHOM AOKYMEHTE, N COAEPXUT CCbIIKM Ha
OONONHUTENbHbIE NCTOYHUKM 3HAHUM O Npoaykumun Biolink Solutions n KOHTaKTHYIO
MHdOpMaLUNIO ANS ONepaTUBHOM CBA3W C NpeACTaBUTENSIMU KOMMaHUN B C/lyyae
HeobxoaMMoCTw.
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MpeaucnoBue 4

2.1 O PykoBoacTBe agMmMHUCTpaTopa

B HacTosweM PykoBoacCcTBE aAMUHNCTpAaTopa npeacrasneHa nHdopmaumsa o Biolink
IDenium ans Active Directory. PykoBoacTBo BkAto4aeT B cebs Takxke 0630p OCHOBHbIX
ocobeHHocTel cuctembl IDenium gnsa Active Directory n nogpobHble pekomMeHaaumm no
ncnonb3oBaHuio IDenium ang Active Directory npu peweHnmn pasnuydHblX 3agad, C
KOTOpPbIMW CTaJIKUBAETCS MoJsib30BaTes/b B CBoen paboTe.

[laHHOe pyKoBOACTBO BKJ/IHOYAET B cebsl cneaytowme rnasbl:

e [naBsa 1, lNpeaguncnoBmne. HacTosiwasa rnaea pacckasbiBaeT O TOM, KaK UCMNOJ1b30BaTb
AaHHoe PykoBoacTBo agMuHucrtpatopa IDenium ans 3HakoMcTBa C CUCTEMON, a
TaKXe CoAepXUT MHMDOpPMaLNIO O TOM, FAe MOXHO MOSYYNTb AOMOJHUTENBHYIO
MHpopMauno 0 NpoaykTe.

e [nnaBa 2, O6wmne ceegeHmnsi. B aTo rnaBe npeacrtasneHa o63opHas nHdopmaumnsa no
CUCTeMe; ee KOMMNOHEHTaxX U COBMECTUMbIX C Heto nporpammax. M3 3Toin rnasbl Bbl
y3HaeTe 0 Ha3sHauyeHum cuctemsbl BiolLink IDenium, cMcTeMHbIX TpebOBaAHUSAX U OCHOBHbIX
npuHumnax paboTbl AaHHOro NpoAaykTa. Takxe 3Ta rfiaBa CoAEPXUT OCHOBHbIE CBEAEHMUS
06 Active Directory, pacwumndpoBKy cokpalweHunit, 06bICHEHNE TEPMUHOB U MOHATUN.

e [N1aBa 3, YcraHoBKa n Ha4yasio pabotbl. B 3Tol rnaBe KpaTKo paccKa3biBaeTCs O
cnocobax pa3BepTbiBaHUSA CUCTEMbI, NOPsiAKe YCTAaHOBKM M MEPBOro 3anycka CUCTEMbI.

e [naBa 4, Hactporika cepBepHbiX KOMIOHEHT IDenium, coaepXuT ceeaeHuns,
HeobxoaMMble CUCTEMHOMY aAMUHUCTPATOPY ANS HACTPOMKN CEPBEPHbIX KOMMOHEHT
IDenium. Tak>e 13 3TOW rnaBbl Bbl y3HaeTe 0 fnueHsmpoBaHmnm IDenium.

e [n1aBa 5, YnpasneHune nosb3oBatesisimm IDenium, BknoyaeT B cebs kak obuwyto
MHpOopMauUnto, Tak U NOAPOOHbIE NHCTPYKLMM N0 A06aBNEHUIO U yaaNeHUIo
nonb3oBaTesien IDenium, N0 aAMNUHNCTPUPOBAHMIO PA3IMYHbLIX TUNOB NAEHTUHMKATOPOB
nonb3oBaTesien (Naponb, oTrne4vyaTok nanbua U Ap.), a TakXe BbINOJHEHMIO APYTrMX 3a4au4
no yrnpasBneHU0 CUCTEMON.

© 2013 BioLink Solutions



PykoBoacTtBo agMmuHuctpartopa BioLink IDenium gnsa Active Directory

2.2

KomMmnnekT goKkyMeHTauum

HacTrosuee pyKoBOACTBO SIBAISIETCS YaCTblo KOMMeKTa AOKyMeHTauum BiolLink IDenium
ansa Active Directory, cocTosiliero n3s cnegyroLwmx JOKYMEHTOB:

PykoBopacTBO nonb3oBatens. CoaepxuT nogpobHble MHCTPYKUMK No paboTte
nosb3oBaTeNns ¢ KOMNoHeHTOM BioLink IDenium Windows Logon.

PykoBoACTBO agMMHMUCTpaTopa (HacToSLWMIA 4OKYMeHT). [leTanbHO onucbiBaeT BCe
acnekTbl PyHKUMOHMpoBaHuA cuctembl BioLink IDenium ans Active Directory, Bknto4das
OCHOBHble noHATMA Active Directory, koHuenuuto pabotel cuctembl IDenium ang Active
Directory n ee aaMMHUCTpUPOBAHMeE.

PykoBoacTBO nNo yctaHoBKe. CoaepXUT UHCTPYKLUU MO YCTAHOBKE U pa3BepTbIBaHUIO
cuctembl BiolLink IDenium gns Active Directory.

© 2013 BioLink Solutions



MpeaucnoBue 6

2.3 WUcnonb3yemble 0603Ha4YeHUA

Mpexae YyeM NpUCTYNUTb K paboTe ¢ PyKoBOACTBOM, PEKOMEHAYEM 03HAKOMUTBLCS C
NPUHATBIMX TUNMOrpadCKMMKN CornaleHnsiMm Nno CTUIeBoMy 0OpPMIEHNIO AAHHOIO

[OKYMEHTa.

Bua ¢popmaTpoBaHus

3aronoBoK npoueaypbl

CneuuvanbHbIN
NONY>XUPHbIN

Kypcus

MPOTMNCHbIE

SHIFT+CTRL

MOHOWVPVHHEIN

Tun nHidopmauum

Mowarosbie npoueaypbl. CnegynTe 3TUM UHCTPYKUMAM AN
BbIMOSIHEHUS] KOHKPETHOW 3a4auu.

DneMeHTbl MHTepdelica, KOTopble Heo6Xx0aANMO BbiIbpaTh,
HanpuMmep, NYHKTbl MEHIO, KHOMKN KOMaHA UNN 3N1EMEHTHI
cnucka.

BaxkHasa nHdopMaums, Ha KOTopyt HeobxoaMMo o6paTuTb
BHMMaHME NN KOTopas MCMosib3yeTcs AN 0603HaUYeHUs
nepeMeHHbIX BblpaXXeHuii, HanpumMep, NapamMeTpoB.

Ha3eaHusa knaBuw Ha knasunaType, Hanpumep, SHIFT,
CTRL, ALT.

KoMbuHauusa knaBull, Npu KOTOPOW CreayeT Ha)XaTb U
yOep>XnBaTb Ha KfaBMaType cHavasna o4Hy Kfasuuwy um
3aTeM HaxaTb apyryt. Hanpumep: CTRL+P nnu ALT+F4.

TeKkCcT ncxoaHoro Koga nporpaMmei.

© 2013 BioLink Solutions
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2.4

TepMuUHbI U cOKpaLleHusA

Hwxxe npeacTaBneH CNMCOK creunanbHbiX TEPMUHOB U c0|<pau.1eHm7|, MCNOJIb3YEMbIX B
AAaHHOM OJOKYMEHTE.

e BuomeTpusa [biometrics] - TeEXHONOrMSA N3MEpPEHN U aHannsa PpuUsanoaorndecknx n/mnm
noBeaeH4Yecknx ocobeHHOCTEN YenoBeka, TakKMxX Kak oTrnedaTku nasbueB, XapakTep
NPOU3HOLLEHUNS, FEHETUYECKUI KO, MOoYepK, PUCYHOK CeTYaTKM rnasa wu ap.

o WpeHTndmkartop nonb3oBarensa [credential] - yHuKanbHaa XxapakTepucTtuka,
ncnonb3lyemas AN MaeHTMduKaumm nonb3oBaTtens. B pasnmyHbix cuctemax
naeHTndMKaTopamMmmn MOryT SBASITbCS UMS NOMb30BaTENS, MAapOoSib UIN HeKas
YHUKanbHas, NpucyLas AaHHOMY YenoBeKy XapaKTepucTuka, Hanpumep, oTnevyaTok
nasnbua.

¢ OTneuaTok nanbua [fingerprint] - nanuAnsapHbIi y30p Nanbua, UCMNOSb3YEMbIN ANs
pacnosHaBaHus ero Bnagenbua. OTneyaTky nanbLeB MCMOJb3YIOTCA B KayecTBe
YHUKaNbHbIX NAeHTMdMKATOPOB Nnosib3oBaTensa cuctembl IDenium.

e DTanoH oTnevyarka nanbua [fingerprint template] - aTto undposas Moaenb oTnevaTka
nanbula nosib3oBaTens, co3gaBaemMas C NnoMoLbio cpeacTB BioLink IDenium. 3TanoH
co34aeTcs No cneumasnbHOM MeToAMKE MO pe3ysibTaTaM HECKONbKUX CKaHMPOBaHUM
oTneyaTka nanbua. Camo nsobpaxkeHne oTnevaTka NMpum 3TOM He COXPAHSETCS U He
MOXeT 6blTb BOCCTaHOBJIEHO U3 3TasloHa.

e "XXuBon" naney [live finger] - naney xuBoro nHamenaa. buomerpmuyeckas cmcrema
nony4yaer ero n3obpaxeHme NoCpeaCcTBOM CKaHMPOBaHWUS MasibLla KOHEeYHOro
nonb3oBaTens.

e Mynsix nanbua [false finger] - nckyccTBeHHbIN nanew, 06bI4YHO CAeMaHHbIN U3 pe3uHbI
WM CUIMKOHA, KOTOPbIN MCMOb3yeTCcs A5 MOJYyYEHUS HECAaHKLMOHNUPOBAHHOIO
AO0CTyna K 3alMeHHbIM pecypcaM. YcTponcrtea cepun Biolink U-Match ymetoT otnnuath
MYJISXKM OT ")XMBOro" manbua rnosb3oBaTens.

e CkaHep BioLink U-Match MatchBook - ckaHep oTne4yaTkoB nanbueB pa3paboTku
BioLink, BbIMONIHEHHbIN B BUAE OTAEMBHOIrO YCTPOMCTBA, Noaknt4vaeMoro kK USB nopty
KoMmnbloTepa. [JaHHOe yCTponcTBO ncnonb3dyet wuHy USB 2.0, yTto obecneymnsaeTr
6bICTPOE M KauyeCcTBEHHOEe CKaHMPOBaHWe OTrNeYaTKoB NasibLeB.

e BioLink IDenium - cucrema ayteHTudmkaumm BiolLink, obecneumBatowiasi NpocTon n B
TOXE BPEMS HAAEXHbIN, rapaHTUPYIOLWMA ayTeHTUdMKALMIO NoAb30BaTens, AOCTYN K
3alUMLLEHHBIM pecypcaM BCEro o4HUM KacaHuMeM nanbua. NporpamMmHoe obecrneyeHune
IDenium BkoyaeT B cebs knneHTckoe npunoxenume BiolLink IDenium Windows Logon u
Habop cepBepHbIX KOMMNOHEHT, BKJIlOYaOWMX HOBbIN cepBep BiolLink IDenium.

© 2013 BioLink Solutions



MpeaucnoBue 8

o UpeHntndmkaumsa [identification] — npoueaypa pacnosHaBaHus nosib3oBaTesns NyTeMm
CpaBHEHUs NpeabsSBAEHHOr0 oTneYyaTka C 3Ta/loHaMM OTNEeYaTKOB MasbLEB,
XpaHswmmmcs B 6ase gaHHbIX (Tak HasbiBaeMoe cpaBHeHME "oANH KO MHOrnMmM").

o AyTeHTdumkauuma [authentication] (mnm "Bepudunkauymsa") - sTo npoueaypa
noATBEPXAEHMS TOro, YTO Nosib30BaTeNb SABASETCS TeM, KeM OH cebsa Ha3blBaeT.
MNMoaTBepXXAeHMe OCHOBbLIBAETCS Ha pe3ysbTaTaxX CpaBHEHMS NpeabsB/IEHHOr0
nosb3oBaTesieM OTMNeyaTka C 3Ta/loOHOM, 3aperncTpupoBaHHbIM paHee (cpaBHeHue "oauH
K ogHoMYy").

e Monbsosartennb IDenium [IDenium user] — 06bIYHbBIM MOAb30BaTENb AOMEHA, YYETHbIE
AAHHbIE KOTOPOro pacwunpeHsbl 3a cyeT gobasneHna 6MoMeTpmyeckmx naeHTMPUKaToOpoB.
[ns Takoro nosb3oBaTens A0CTYN K pasfiMyHbIM ONepaunoHHbIM CUCTEMaM
Npon3BOAMTCA NyTEM 3aMeHbl 6yKBeHHO-UMMPOBOro Naponas Ha NCNoNb30BaHMe
UMPPOBLIX MOAENEN YHMUKANbHbIX BMOMEeTpUYECKMX NPU3HaKoB, HOCUTENEM KOTOPbIX
SABNSETCA Yenosek, nosb3osaTtenb IDenium. TaknMn npusHakamm ABASKOTCA, HanpuMep,
oTne4vaTku nanbues. OHM YHUKANbHbI U crieudrYHbl 4719 KaXKAoro nosb3oBatens
IDenium, 4yTO NO3BOJIAET UCMONb30BaTb UX B Ka4YeCTBe HaZEeXHOro cpeacrsa
pacno3HaBaHusa 1M ayTeHTuduKaumm nonb3osaTenen IDenium ang 4ocTyna K pasfiMyHbiM
pecypcaM onepaunoOHHbIX CUCTEM.

¢ Active Directory - a10 cnyxba katanoros, pa3paboTtaHHass kopnopauuen Microsoft u
OCHOBaHHas Ha cepsucax LDAP. Active Directory xpaHuT cBeaeHus 06 obbekTax cetn u
ynpoLiaeT NMoUCK 1 UCMoJsib30BaHWe 3TUX CBEAEHUI NONb30BaTeNAM U
aaMuHucTpaTopamu. B Active Directory oCHOBOM ANns NOrM4eckomn, nepapxmyeckomn
OpraHusaunm CBeAeHUI KaTasnora CAyXUT CTPYKTYPMPOBAHHOE XpPaHUIULLE AaHHbIX. DTO
XpaHuNMLLEe AaHHbIX, Ha3blBaeMOe TaKXe KaTasioroM, CoaepXuT ceeaeHmns o6 obbekTax
Active Directory. B uncno stnx o6bekToB 06bIYHO BXOAAT 06LUMe pecypcbl, Takne Kak
cepBepbl, TOMa, MPUHTEPLI, @ TaK)XXe YYeTHble 3anncK CeTeBbIX Nosb3oBaTenein u
KOMIMbIOTEPOB.

e APM - aBTOMaTM3MpoBaHHOe paboyee mecTo.

2.5 KoHTtakTHas uHcopmauusa

JononHutenbHyo nHdopmaumio 0 komnaHmm Biolink Solutions MoxHo HainTn B MHTepHeTe
no agpecy:

[ans pycckoi Bepcumn gokymeHTaumm] http://www.biolink.ru

[ans anrnuiickon Bepcun gokymeHTaumn] http://www.biolinksolutions.com

3a TexHn4yecKom noaaepxxkon obpallanTecn:
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3 O6bwue cBegeHus

CTpeMuTenbHoe pa3BuTMe M pacrnpocTpaHeHne MHGPOPMALUNOHHbBIX TEXHOOMMI n
nepcoHanbHbIX KOMMbIOTEPOB Ype3Bbl4aiHO 060CTpMIo NpobneMy 6€30NacHOCTU AAHHbIX.
TpaAWLMOHHO MCMOJib3yeMas 3alunTa Nno naposio yxxe He cnocobHa obecneynTb AONXKHOIO
YpPOBHS 6€30nacHOCTN MHMOPMaLMOHHbIX pecypcoB. MNMaponun, cekpeTHble Koabl,
nepcoHanbHble naeHTudmKkaunmoHHble Homepa (PIN-koabl) - BCe TO, UTO NOb30BaTENb
OOJIKEH 3HaTb - MOXeT 6bITb N1erko 3abbiTO, CKOMNPOMETUPOBAHO, MCMOIb30BAHO APYrMMMU
Avuamm mnum ykpageHo. MNMockonbky "naponbHble" cucteMbl He obecnedynBatoT HALEXHOM
BepudmKaumMn noab3oBaTesns, HUKOraa HET BO3MOXHOCTU 3HATb TOYHO, KeM Obis1 BBeAEH
Naposib: 3aKOHHbIM MOSIb30BaTENEM CUCTEMbI U 3/I0YMbIWEHHUKOM. KpoMe Toro,
becumcneHHoe KoOMYecTBO MMEH W Napofiei, KOTopoe NpMXoAMTCsa 3anoMuHaTb, Co3aaeT
Nonb30BaTeNSIM AONOHUTENbHbIE NMpobsieMbl. He yAnBUTENbHO, YTO MHOTME U3 HUX
npeanoYmnTatoT NCNONb30BaTh OAMH Maposib AN BCEX MPUIOXEHWNI, Aaxe B ywepb
6e3onacHocTy.

Onsa Toro ytobbl 0cBO60ANTL NONb30BaTesns oT "NaponbHon neperpyskn" n n3baenTb OT
Heynob6CTB M OTCYTCTBUS HaAEXHOW 3alMTbl, CBA3aHHbIX C "MaponbHbIMK" cMcTeMamm,
BioLink npeanaraer anbTepHaTUBHbIE peLleHNsl, OCHOBaHHbIe Ha UCMOJIb30BaHUN He
Tpebyowmnx BBoga naposns bMoMeTpnyecknx NporpaMmMHbIX M annapaTHbIX CPeacTB
3awmnTbl MK n ceten. bnomeTpunueckne ycTponcraa, paspabotaHHble koMnaHuen Biolink B
coyeTaHMM CO cneunann3npoBaHHbIM NPorpaMMHbIM obecneyeHnemM npounssoacTea Biolink,
NO3BOMSAOT 3aMeHUTb BBOA Napons yaobHOW npoueaypon CHATMS oTnedaTka nanbua u
TakuM obpa3oM obecneuynTb 60s1€e BbICOKYHO 3alUNTYy peCcypcoB Ha BalleM KOMMbOTEPE U B
ceTn NIMWb O4HUM KacaHMeM nanbua.
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3.1 HasHauyeHue IDenium

BioLink IDenium - 310 6uoMeTpnyeckas cucrema ayteHTudurKaunm nosb3oBaTenen,
KOTOpas No3BOSISET 3HAUNTENBbHO 3P HEKTUBHEE NCMOIb30BaTh CTaHAAPTHbIE CPeACTBa
3alUnTbl BalLero CETEBOro OKpYyXeHus, 6narogapsa Ucnosib3oBaHUO O4HOM U3 CaMbIX
3(pHEKTUBHbLIX TEXHONOIMN pacno3HaBaHMs - NO oTneyaTKy nasnbua. NMpumeHeHne IDenium
MO3BOJIUT YJYYLLINTb OTKA30yCTOMYMBbIM 6e30nacHbIi 4OCTYN K Pa3fIMyHbIM
MH(POPMALUMNOHHbBIM pecypcaM, YCUNUTb 3awmnTy KoHdmnaeHumansHom nHdopmaumu,
ynpocTuTb paboTy nonb3oBaTesns U ONTMMU3MPOBATL COOTBETCTBYIOLWMNE BM3HEC-NpoLecchl
Ha NpeanpuaTuun.

3.1.1 HasHauyeHwme BioLink IDenium

MporpammHbin koMmnaekc BioLink IDenium NosHOCTbIO MHTErpMpoBaH co Cnyx6oi
kaTanoroB Active Directory kopnopauuu Microsoft 1 npeaHa3HayeH A 3aMeHbl
TpaAnUMOHHOro cnocoba ayTeHTUdUKaLMM NOSb30BaTENS MO NApOos0 ayTeHTUdMKaunen
no 6MoMeTpMUYECcKMM XapakKTepPMUCTMKaAM, B YaCTHOCTM MO OTNeYaTKy nasbua, C Luesbto
NnoBbileHNst obero ypoBHs 6e30nacHOCTU MHMDOPMaLMOHHbBIX CUCTEM.

BbinosiHAeMble NporpaMMHbIM koMrsiekcoM BioLink IDenium ¢pyHkuumn
BKJIIOUAIOT B cebn:

e 3aMeHa rpoMO34KON N YSA3BMMOM NapOosIbHOM CUCTEMbI HAAEXHOM N yAO6HOMN
bnomeTpunyeckon ngeHtTndurkaumen (No oTneyaTkam nanbLeB);

e 3(p(peKTUBHOE pa3rpaHnyeHmne goctyna K MHPoOpMaLMOHHbIM pecypcaM KOpnopaTUBHbIX
ceTen;

e LIEHTPAIN30BAHHOE ynpaBJsieHNe npaBamMm M NOJIHOMOYNAMU nonb3oBaTesien n
XN3HEHHbIM LINMKOM UX YUYETHbIX 3anucen;

e MOHUTOPWHT, MPOTOKO/IMPOBAHME N ayAWUT NPOLIECCOB YMNpaB/iEHUS AOCTYMNOM K
MH(MOPMaLIMOHHBLIM pecypcam;

e OJIHOKpAaTHas perucrTpauuns nonb3oBaTesnien U nx GUOMETPUUECKUX NAEHTUHUKATOPOB C
nocneaymrLmnM NpeaocTaB/EHUEM 3apPErMCTPMPOBaAHHbLIM MOb30BaTENAM AOCTYMNa K
MH(OPMaLMOHHbBIM pecypcaM CeTU C N60oro U3 BXoAsiLLMX B ee COCTaB KOMMbIOTEPOB;

e 3aMeHa aBTOopu3aunn B NpUKIaaHblIX NPUNOXKEHNAX U Ha Beb-carTtax no MMeHwu
nonb30BaTeENsd U Naposilo Ha 6VI0MeTpVILIeCKYI'O VID,eHTVI(bVIKaLI,VIIO.

3.1.2 TMpeumywectBa IDenium ana Active Directory
OcHoBHbIMM npeumMmywtectBamu IDenium ana Active Directory sensiorca:

e MOBbILIEHNE YPOBHSA MHDOPMALMOHHON 6€30MacHOCTH;
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e COKpalleHue Tpyao3aTpaT noJjib30oBaTesnei, 0cBO60XAaeMbIX OT HEO6X0AMMOCTM NOMHUTb

M BBOAUTb Naponu,

e ynpouleHue npoueaypbl naeHTnduKaumm nonb3osaTesnen npm cobnogeHun tpeboBanHmnii

3alWunTbl MHDOPMaLUK;

e CHMKeHMe (Ha 80-90%) Harpysku Ha aaMMHUCTPATOPOB 6arogaps YMeHbLUEHUIO Yncna
obpallieHnii nonb3oBaTenen, «3abbiBLUMX>» UM YTPATUBLLUMX Mapoan MU MaTepuasbHble

naeHTudmKaTopsbl.

© 2013 BioLink Solutions




13

PykoBoacTtBo agMmuHuctpartopa BioLink IDenium gnsa Active Directory

3.2

3.21

3.2.2

3.2.21

O6wasn nHdopmaumsa o6 Active Directory

Huxxe npmBoanTca cnpaBoyHas nHdopmaums, kacatowascsa Microsoft Active Directory.

YTto Takoe Active Directory?

Active Directory (AD) - 310 pa3paboTka kopnopauun Microsoft, peanusytoiias cnyxoéy
kaTtanoros LDAP (Lightweight Directory Access Protocol - ynpoLieHHbI NpoTOKON AOCTyNa
K ceTeBbIM KaTanoram) B cpeae Windows. Active Directory no3BonsieT aAMMHUCTPATOpPaM
paboTaTb C KOpPNoOpaTUBHbLIMU CETAMU, ONpPeaensaTb B HUX NOAUTUKK, NpaBuia A0CTyna K
CeTeBbIM pecypcaM, yCTaHaB/IMBaTb pa3/IMYHOE nporpaMmMHoe obecneyeHune n
KpuTmnyeckne obHOBNEHUSA Ha BCe KOMMbOTEPbI B CeETU. AD XpaHUT AaHHbIE U
COOTBETCTBYIOLLNE HACTPOMKM B LIEHTPA/IM30BAHHOM, XOPOLIO CTPYKTYPUPOBAHHOMN U
AOCTyrnHoM 6a3e aaHHbIX. AD MOXeT 6bITb pa3BepHyTa Kak B HEGONbLLUNX CETAX
(HECKOTbKO COTEH 06BEKTOB), TaK M B KPYMHbIX CeETAX MacwTaba npeanpuaTtus,
BKJ/THOUYAKOLLIMX HECKONbKO MUIMOHOB OOBHEKTOB.

CtpykTypa Active Directory

Active Directory npegocrtasnsieT cnocob gns paspaboTku CTPyKTypbl KaTanora. [Mpu
onuncaHum kaTtanora Active Directory ncnonb3yet ABe CTPYKTYpbl:

o dusnueckan cTpykrtypa Active Directory npeacrasnsietr cobomn dans, pacnosioXeHHbIN
Ha XXEeCTKOM AMCKE KaXKAoro KOHTposiepa AOMEeHa, KOTOPbIA COAEPXUT 3Ty Cryxby.

e Jlornueckasn cTpykrtypa Active Directory npeacraBnser cobon KOHTENHepSI,
cogepxawmne obbekTbl cnyxbbl KaTanora.

INoruyeckasn cTpykTypa

Nornyeckasn cTpykTypa obpasyeTcs 3a cHeT rpynnmMpoBaHUsi pecypcoB M NO3BOJISET UCKaTb
pecypcbl Mo MMeHaM, a He (hn3nYecKoMy pacrnosnoxeHuto. basa aaHHbIxX Active Directory
COAEPXUT CneaylLme CTPYKTYPHbIe 06beKTbl:

pasaensl;

JNIOMEHbI;

AepeBbda AOMEHOB,;

e fleca;

CanTbl;

opraHnsauuMoHHble eANHULbI.

© 2013 BioLink Solutions



O6Lwue cBegeHuns 14

MpocTpaHcTBO MMeH. Kak 1 nbas cnyxba katanoros, Active Directory B nepsyto
oyepeab SBNSAETCHA NPOCTPAHCTBOM MMeH. [TpocTpaHCTBO MMeH (namespace) - 3To stobas
orpaHuyeHHast o6nacTb, rae BO3MOXHO pa3pelleHne MMeHun. PaspeweHne nmenm (name
resolution) - aTo npouecc conocTtaBneHNs UMEHN HEKOTOPOMY O06beKTY UAN MHGOopMaUnm,
KOTOpPYIO OHO npeactaBngeT. [pocTpaHCcTBO nMeH Active Directory oCHOBaHO Ha cxeme
nmeHoBaHmna DNS, obecneunBatowen Bzanmonencreme ¢ IHTepHETOM.

O61bekT (object) - 310 OTAMUUTENBHBINM HAabOp MMEHOBaHHbLIX aTPMBYTOB, ONUCbIBAOLLNX
pecypc. ATpubytamm (attribute) HasbiBatloTCa xapakTepuctukm 06beKTOB B KaTasore.
Hanpumep, atpubyTbl Nnonb3oBaTens BKAKYAKOT ero dammnuio, nMms, otaen, agpec
3NEeKTPOHHOM NoyTbl. Habop aTpnbyToB ob6bekTa onpeaensieTcs knaccoMm (class) obbekTa.
Knaccbl 06bekToB M nx aTpubyTbl onpeaeneHbl B cxeme Active Directory. Kpome Toro,
BblAENSAIOT KOHTENMHepHble 06bekTbl (container objects), oHn MoryT coaepxaTtb B cebe
apyrme obbekTbl. HanpuMep, opraHM3aunoHHas eanHMua n AOMEH - KOHTEeNHepHble
06beKTbI.

OpraHusaumoHHoe nogpasaeneHme (organizational unit) - KoHTeNMHepHbIN 06BEKT,
npeAHa3HayYeHHbI A8 rpynnMpoBKK APYrMX 06beKTOB B IOFMYEeCcKUe agMUHUCTPATUBHbIE
rpynnbl B paMkax goMeHa. OpraHm3auMoHHble eANHNLbI MOTYT coaep)XaTb Takue ob6bekTbl,
KaK y4YeTHble 3annucm nosib3oBaTenen, rpynnbl, KOMNbOTEPbI, NPUHTEpPDI U T.M. Nepapxus
OpraHM3aumMoHHbIX eAMHUL AOMEHA HE 3aBUCUT OT APYrUX AOMEHOB - KaXAbl AOMEH
MOXET noAaaepXXmBaTb CBOK COBCTBEHHYIO Mepapxuio.

AomeH (domain) - ocHOBHas eanHMLA fNoruveckon cTpykTypbl B Active Directory. [lomeH
Active Directory asnsaercs npambiM aHanorom gomeHa Windows NT 1 npegHa3sHaueH ans
NOrnYecKom rpynnmMpoBku KoMnbtoTepoB. O6bIYHO FPpyNNMpPOBKa OCYLLECTBASETCS No
noapasaeneHnsiM opraHmsaunm, 4YTo No3BoJISEeT 04HOBPEMEHHO YNPOCTUTbL 06MeH
OaHHbIMU BHYTPU noAapasfeneHnsa U 3aluTuUTb AaHHble OT USMEHEHUSA COTPYAHUKAMU U3
Apyrmnx nogpasaeneHuin. Bce 06bekThbl CyLLECTBYIOT TOMIbKO B Npeaenax goMeHa. Kaxabli
AOMEH XPaHUT CBeAEeHNS TONbKO O COAEpXaLUMXCS B HEM o06bekTax. TeopeTnyecku
KaTanor goMeHa MoXeT cogepxaTb 6onee 10 MMNNMOHOB 06HEKTOB, HAa NpaKTUkKe
npoBepeHa BO3MOXHOCTb XpaHeHus nopsaaka 1 mmnanoHa o6beKToB.

AepesBo (tree) - 310 rpynnupoBKa nnm nepapxms o0g4HOro MM HeCKOsIbKUX AOMEHOB
Windows Server 2003 (Windows 2000). TunnyHoe aepeso Active Directory moxet
coaep)xaTtb O4ANH AOMEH.

Bce aoMeHbl B AepeBe NpeacTaBAsOT eAnHbIi A0CTYN K MHOpMaUnmM U pecypcaM BCEro
AepeBa. B nepeBe nMeeTcs TO/bKO OAWH KaTanor, HO Ka)XAblit AOMEH NpeaoCTaB/ISIET CBOKO
yacTb KaTasora, coaepxawyto nHdopmaumio o "ceonx" obbvektax. B npegenax aepesa
Nnonb30BaTENb, 3apPErMCTPUPOBABLUNIACSA B OAHOM AOMEHE, MOXET 0bpallaTbCs K pecypcam
ApYyrMx AOMeHOB (B npeaenax Ha3Ha4yeHHbIX eMy pa3spelwenunin). Windows Server 2003
OCYLLECTB/ISIET peNNKaumo NHGopMaummn Mexay AoMeHamm, obecneymBast MAEHTUYHOCTb
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OaHHbIX, XpaHMMbIX Ha BCEX KOHTpOJI/iepax BCeX AOMEHOB AepeBa. KpoMe Toro, B Kaxaom
AOMeHe co3aaeTcs CBOM COHBCTBEHHbIN nHAEKC, obneryatowmn NnoMck o6beKkToB B Npeaenax
JoMeHa.

Nec (forest) - 06beanHeHne ogHoro n 6onee aepeBbeB - MO3BOMSET rPYNNMPOBaTbh CETU
noapasaeneHnin opraHnsaumm Uan HECKONbKUX OpraHn3auunii, KoTopble HE UCMOJb3YIOT
OOMHAKOBYI CXEMY MMeHOBaHus, paboTaloT HE3aBUCMMO APYr OT Apyra, HO AOIKHbI
06MeHMBaTbLCS AAHHbLIMMU.

Bce aepeBbs B necy Ucnosb3yloT obuwyto cxemy n obwmin rnobanbHbirt kaTtanor (MK).
KopHeBble AOMEHbI AepeBbEB sieca CBA3bIBAOTCA A0BEPUTENbHBIMW OTHOLLEHUSIMU, YTO
NO3BONISIET OpraHnU3oBaTb A4OCTYMN M3 O4HOrO AepeBa B Apyroe.

CxemMa (schema) coaepxuTt popMasnbHOE OnMcaHue coaepXXaHus U CTPYKTYPbl XpaHuUuwa
Active Directory, Bkntouas Bce aTpnbyThl, KJlaCcCbl M CBOMCTBA KNACCOB. [Ans KaXxaoro
Knacca o6beKkToB CXxeMa onpeaenseT, Kaknmm aTpnbytamMmn gosmxkeH obnagaTtb aK3eMmnnsap
Kflacca, Kakme AornosiHuTeNbHble aTpubyThbl OH MOXET MMEeTb M KaKoM Knacc 06bekToB
ABNAETCA NpeakoM Tekyllero knacca. Cxema onpegensiet CTpykTypy neca Active
Directory, KOTOpbI/ MOXeT coaep)xaTb HECKONbKO aepeBbeB Active Directory, KoTopblie, B
CBOIO o4vepenb, MOryT CoAepXaTb HECKONIbKO MepapXnUyecku CTpYKTYPUPOBAHHbLIX JOMEHOB
Active Directory. B cB4a3u ¢ 3TMM B nece Active Directory oanH 13 KOHTPO1IEPOB
obbaBnseTca MmactepoMm cxembl (schema master) u oTBevaeT 3a pennmKaumio gaHHbIX
CXeMbl Ha BCe KOHTpoO/nepbl AJOMEHOB.

Fno6anbHbiit kaTtanor (global catalog) - aTo UeHTpanbHoe XpaHunuue nHdopmaumn ob
obbekTax B AepeBe aoMeHoB M nece Active Directory. Cogep>xnmoe rnobanbHoro katanora
reHepmMpyeTcs aBTOMaTU4eCckn BO BpeMs CTaHAAPTHOro npouecca penankaumm gaHHbIX
MexXxay KOHTpossiepaMm A0OMeHOB. No6anbHbIi KaTanor aBnasieTcs Kak cny»boin, Tak u
dusnyecknm xpaHunmwem yactm atpmbytos Bcex ob6bekToB neca Active Directory.
Mpouecc YacTUYHON penauKaumMn No3BoNSEeT HaxoanTb 6OMbLUIMHCTBO CBEAEHWNI
HenocpeAcTBEHHO B rnobanbHoOM kaTtanore, 6e3 obpalieHns K uCXxogHoMy aomeHy. Mo
yMO4aHuto B rnobanbHOM KaTanore XpaHsaTcs aTpnbyThbl, Hanbosiee 4acTo UCNoNb3yeMble
npwn noucke (HanpuMep, UM Nonb3oBaTessl, ero y4eTHOM 3anncm 1 T. n.), a Takxe
cBefeHus, Heobxoanmbie ansa obHapyxeHus obbekTa (NosHbIi LDAP-nyTb K
COOTBETCTBYIOWEMY 06beKTy KaTasnora). XpaHeHue TOSIbKO OCHOBHbIX aTpnbyToB 06bekToB
B rnobanbHOM KaTtasiore no3BoJISeT YMEHbLWWTb ero paamep, No3ToMy OAMH CcepBep
rnobanbHOro Katanora Moxet 06cnyxuBaTb MHOMO KOHTPOsi/1epoB aoMeHa Windows.
CnepoBaTenbHO, rnobanbHbI KaTanor rno3BofseT HaTu 06bekT B to6OM MecTe ceTu,
Aaxe He pennmumpys nHbopMaunio Mexay KOHTpoaaepaMn goMeHa.

Pennukauums (replication) - 3To npouecc akTyanmMsauum AaHHbIX, XPAHALLMUXCS Ha
KOHTpO/iepax AOMeHa. B npouecce pennnkaunm naMeHeHus, BHECEHHbIE B aTpUbYThbl U
cocTaB 06bEKTOB Ha OAHOM KOHTpOJIIepe AOMEeHa, NepeHocsTcs Ha apyrue. Mocne
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3aBepLIEHUs pennmKaunm Kaxablii KOHTPO/iep OMEHa XPaHUT akTyaslbHble CBeAeHUS 06
obbekTax.

ECTb HECKONbKO BUAOB pernsinkauun:

e [MonHasa pennnkauus AaHHbIX. MIcnonb3yeTcs Mexay KOHTpoanepaMn ogHoro gomMeHa. B
MOJSTHOM penamMKauum yyacTBytoT Bce aTpmbyTbl 06beKTOB AOMEHA.

e YacTuyHas pennvkaums AaHHbIX. Micnonb3yeTcs Mexay KOHTPOs/iepaMn AOMEHA U
cepBepoM rnobanbHOro Katasora. B yacTuuHoM pennnkauum y4acTBYHOT TO/IbKO Te
aTpuByThl 06BLEKTOB, KOTOPbIE XPAHATCA B rob6asbHOM KaTasore.

e MexcantoBasa penankauusa. Mcnonb3yeTcs Mexay KOHTpoJsiepaMm AOMEHa,
pacnosioXXeHHbIMU B pa3HbiX caiTax. MexcaliToBas penimkauuns oCyLecTBASeTCs pexe,
yeM nosiHas. MNpu MexcalToBOM pennnKaumm AaHHbIe akKKyMyJIMPYOTCS M NepeaarTcs
TONIbKO UTOrOBbl€ U3MEHEHUS, YTO YMEHbLUAEeT TpadurK penamkauuu.

3.2.2.2 dusnyeckas CTpykrtypa

dusnuyeckan cTtpyktypa Active Drectory - 5T0 COBOKYNHOCTb Mep, HanpaB/IEHHbIX Ha
ynpasJieHne pensimkaumen Mexay KoHTponnepamm gomeHoB Active Directory. O6bi4HO
dursmyeckasn cTpykTypa Active Directory cooTBeTCTBYET CTPYKTYype IP-ceTelt opraHusaumnmn.

KoHTponnep pomeHa (domain controller) - aTo komnbtoTep nog ynpasneHnem Windows
Server 2003 nnm Windows 2000 Server, xpaHsawWwmii penanky pasgena katanora (6asy
OaHHbIX AOMeHa). Bce KOHTponepbl AOMEHA UMEKOT NOJHY 6a3y AaHHbIX AoMeHa. Mpwn
BHECEHUN U3MEHEHWUIN B AaHHbIe KaTasiora oHn GUKCUPYIOTCS B JlokanbHOM B/ Ha
KOHTpOJI/Iepe AOMEHa, NOC/e Yero peninumpyroTcs Ha Apyrue KoHTponnepbl. M3ameHeHne
HEKOTOPbIX KPUTUYHBIX aTpuUbyToB (A0NYCTUM, Mapofs Nonb3oBaTesnsl) penanumnpyroTcs
He3aMeaINTeNbHO.

IP-ceTb - 3T0 onncaHmne HekoTopol IP-ceTun, aensaowencsa 4actoto canta Active Directory.
O6bluHO IP-ceTn Active Directory cooTBeTcTBYIOT IP-CETSIM, NCMOJIb3yEMbIM B JIOKASIbHOM
CceTn opraHmsaumn.

Cawr (site) - 3ToO COBOKYMHOCTb OAHOW WM HECKONbKNX IP-ceTell, 06beaMHEHHbIX
BbICOKOCKOPOCTHbIMW KaHanamu cesi3n. CalT MOXET coaepxaTb 04MH nnun 6onee 4JOMEHOB,
nmbo gomMeH MoXeT 6bITb pa3MeLleH B HECKONbKMX canTax. CanTbl NpeaHa3Ha4yeHbl 41s
ynpaBneHus penankaumen Mexay cetaMmu, COeANHEHHbIMU KaHanaMm CBA3M C HU3KOM
NMPOMNYCKHOM CNOCOB6HOCTbI. Mexay KOHTposiepaMmn LOMEHOB, PACMOIOXEHHbIX B O4HOM
canTe, pensmkKaums oCyLEeCcTBNAETCS C HeEGONbLWNM MHTEPBANIOM BpeMeHU (MO YMONYaHUIO
- 15 MUHYT). Penaunkaumst Mexay canTaMu OCyLLECTBASETCS MO crneunanbHoMy rpaduky,
HacTpaMBaeMOMy aAMMHUCTPATOPOM, C ropa3ao 60/blMM BpEMEHHbBIM MHTepBasoM. Kpome
TOro, penaiMkKaumnsa Mexay caTaMmm OCyLLEeCTB/ISIETCS OA4HOKPATHO, MOHUXAasa TEM CaMbIM
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obbem rnepepasaeMbIX AaHHbIX. KpoMe TOro, CcanThbl MCNONb3YKTCA KIIMEHTCKNUMU
KOMNbOTEPAMN OAN4a onpeaeneHns 6nunxanwero KOHTpO/NnEpPpa AOMEHA, KOTOprVI 6y,qu

MCNonb3oBaH ANnd aBTOpU3aunn Nosib30BaTeENA.
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3.3

3.3.1

MpuHuMnbl paboTbl IDenium ana Active Directory

Cnctema IDenium gnsa Active Directory nonHOCTbIO MHTErpMpoBaHa Co Cryxbom
kaTtanoros Microsoft Active Directory, 4to no3sonmno obecneynTb LEHTpaIN30BaHHOE
XpaHeHune, 3aWuTy 1 nepesavyy MaAeHTUPUKAUNOHHBIX AaHHbIX MOfib30BaTenen cpeacTsamm
camoin cnyx6bl. AAMUHUCTPUPOBAHME NOSIb30BATENSAMN TaK XKe LIeHTpasn30BaHoO 1
ocyLecTBisieTcss npu nomowm ctangaptHon MMC (Microsoft Management Console)
ocHacTtku Active Directory Users and Computers (ADUC).

MpUHLUMN, KOTOPbIM NOSIOXEH B OCHOBY MexaHm3Ma paboTbl IDenium, cocTouT B TOM, 4TO
pas/inyHble YCTPONCTBA, cnocobHble npeobpa3oBbiBaTb BUOMETPUYECKME XapaKTEPUCTUKMN
nHamempa B undposyto dopMy, NOAKIKOYEHbI K paboyer cTaHUuMM Nob30BaTeNs u
NCNOJIb3YIOTCS B Ka4YeCcTBe OAHOro U3 raBHbIX NCTOYHMKOB MHMOPMaLMn 0 TOM, KTO B
OEeNCTBUTENbHOCTN HaMepeBaeTCs NMoAyYUTb AOCTYN K pasfinyHbiM MHGMOPMaLUMOHHbBIM
pecypcaM. buometpunueckasa nHdopmaums, nonydyaemas aTuMmM yCTpoOMCTBaMm, nepepaeTtcs
Ha cepBep BiolLink IDenium ass8 NnpoBepKK COOTBETCTBUS MOJIYYEHHbIX AAaHHbIX
MHGOPMaLNN, XPaHSILLENCS B YYETHbIX AaHHbIX Noab3oBaTenen IDenium.

CepsBep BioLink IDenium K3WWpPYeET y4YeTHbIE AaHHbIE NOSb30BaTeen cetn u3 6asbl
AaHHbIxX Active Directory. CMHXpOHM3aLMsa YYETHbIX AaHHbIX Nofib30BaTenen mexay 6ason
AaHHbix Active Directory n cepsepom (amm) BioLink IDenium ocywecTBniseTcsa ¢ NOMOLbO
KoMrnoHeHTa CUHXpPOHU3aTop naponen. Ecnn naposb nu Apyrue ydeTHble AaHHble
nonb3oBaTens AoMeHa 6blsIn U3MeHeHbl, TO UMEHHO 6narogapsi KOMMNOHEHTY
CnHxpoHuzaTtop naponen cepseep IDenium «y3HaeT» 06 3TUX U3MEHEHUSIX.

Mpu nocTtynaeHum 3anpoca Ha naeHtTndukaunto cepeep IDenium cpaBHMBaET NOMYYEHHbIE
bnomeTpnueckme ngeHTnduKaTopbl ¢ XpaHsawmnmncs B 6ase gaHHbix Active Directory u, B
c/lyyae HaxoXaeHus coBnajeHus, Bo3BpallaeT CMcTeMe, MHULUUMPOBaBLLEN 3arnpoc,
y4yeTHble AaHHble (MMSA NOAb30BaTENSA M Naposib) COOTBETCTBYOLWEro NOb30BaTENS.

MoppobHasa nicpopmaumnsa o6 apxutektype IDenium gnsa Active Directory

PucyHok Huxe unnioctpupyet apxutekTtypy IDenium anga Active Directory ¢ oaHUM
cepBepoM BioLink IDenium. Janee no TekcTy umdpbl B ckobkax o603HavaloT 4encTBus,
NPOUATIOCTPUPOBaHHbIE Ha PUCYHKE.

Korga nonb3oBaTesib Ha cBOeM paboyeM MecTe NpukiaabiBaeT nanew K CKaHepy
oTne4yaTKoB Nanbues, ero paboyas ctaHUMA co3A4aeT 3anpoc (CoaepKaLlni
3aKOAMPOBaHHbIN OTNeYaToK nanbua) Ha MaeHTUGUKAUNIO N OTNpaBsSeT ero BbiIbpaHHOMY
cnyyaliHbiM obpa3som cepsepy IDenium.

Cepsep BioLink IDenium, nony4dus 3anpoc, o6bpabaTbiBaeT ero. O6paboTka
3aKJ1l04YaEeTCs B TOM, YTO CepBep MO oYepean CpaBHMBAET NONyYEHHble BMOMETpUIEcKue
OaHHble C AaHHbIMU YXe 3aperncTpmMpoBaHHbIX B CETU YUETHbIX 3anMCcen Nofib3oBaTeNeN.
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3.3.2

3.3.3

Bce yueTHble 3anunucu Nnosb30BaTesIen JIOKasbHOM CeTU NonaaatoT Ha cepBep C nomMolbto
CTaHAapTHbIX cpeacTts AD. Ecnu coBnaaeHune Ha17|,quo, cepBEP BO3BpaAWlAET K/IIMEHTY
YYETHbIE AAHHbIE COOTBeTCTBYPOU.leVI yquHOVI 3anucu.

Mony4yeHHble paboyel CTaHLUMEN YUETHbIE IaHHbIE NOMb30BaTENSA aYTEHTUDULNPYIOTCS C
NMOMOLLbI0 CTAHAAPTHbIX CPEACTB ONepalMoOHHOM CUCTEMbI. /IMEHHO omnepaLMoHHas
cucTeMa onpeaensieT, 4OCTaToO4YHO 1M Yy NOoMb30BaTeNs nNpaB ANs BbINOMHEHMUS
3anpoLLUeHHbIX onepaunit. IDenium AL NO3BONISIET 3aMEHUTb BBOJ MMEHMU MOMb30BaTENS
M Napons Ha 6MOMETPUUYECKYI0 UAeHTUDUKALMIO.

MacwTrabupoBanue IDenium ansa Active Directory

Cuctema IDenium nerko moxet 6biTb MacwTabupoBaHa ons yBEINYEHUS/CHUXEHNS
MpoM3BOAMTENBHOCTU, 3aKntoyatowencs B 6bicTpoTe 06paboTKn 3anpocoB Ha
naeHTudmkKaumio. YsenmueHme npomsBoanTEIbHOCTU AOCTUraeTcs 3a CYET YCTaHOBKMU
[ONONHUTENbHbIX cepBepoB BioLink IDenium, 6narogaps 4yemy npoucxoauTt
pacnapansenuBaHue 3anpocoB Ha MaeHTudmKaumio.

BuomeTtpuyeckasn coctaBnawowas IDenium ana Active Directory
BVIOMeTpVILIeCKaH CTOpOHa pa6OTbI CUCTEMbI BKNTKOYAET ABE OCHOBHbIE CDYHKLWIVI:

e CunTbiBaHMe oTnevyaTka nanbua u ero npeobpasosaHne B undposyto dopmy. Lindposoii
o06pas xpaHuTtcsa B xpaHunuuwe Active Directory BmecTe ¢ y4yeTHOM 3anmcblo
NoAb30BaTeNSA, KOTOPOMY OH NpuHaanexut. CaMm oTneyaTok nasbla No 3TOMYy 3TasioHy
BOCCTAHOBWUTb HEBO3MOXHO.

e PacnosHaBaHWe Nosb3oBaTens. s 3TOro nosjlyyYeHHbli B pe3ysibTaTe CKaHUMPOBaHUS
06pa3 cpaBHUBAETCS C 3apErMCTPUPOBAHHBLIM 3TaJIOHOM.

B cucremy moxet 6bITb BBeAeHO A0 10 oTnevyaTKkoB NasbLeB Nosb3oBaTens. s Kaxaoro
N3 HUX 6y.qu CcOo34aH CBOM 3TanoH, KOTOprVI BnocneacTtesnm 6y.qu MCNoNb30BaTbCA ANA
VID,eHTVI(bVIKaLI,VIVI nonb3o0Bartend.
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3.4

3.41

KomnoHeHThI BioLink IDenium

MporpammHbIn komnnekc BiolLink IDenium npeacraensietr cobon pacnpeneneHHyto
CUCTEMY, COCTOSILLYIO U3 KOMMOHEHTOB, YCTaHABIMBAEMbIX KaK Ha CEPBEPHOMN, TaK M Ha
KJINEHTCKOWM CTOpOHe.

MporpammHoe obecneyeHune BioLink IDenium cocTouT M3 cneayrowmnx KIMEeHTCKUX
NpOrpaMMHbIX KOMMNOHEHTOB!

e BioLink IDenium Client;
e BioLink Admin Pack.
CepBepHble KoMMoHeHTbl BioLink IDenium Bkato4atoT B cebs:

e KOMNOHEHTbI Ha KOHTpoJINIep AoMeHa (KOMMOHEHT «CUHXPOHM3ATOp Naponens,
KOTOPbIV AO/KEH 6bITb YCTAHOBMEH Ha KaXA0M KOHTpOJIepe AOMEHA);

e BioLink IDenium Server (MoxeT 6bITb YCTaHOB/EH Ha /1t060M KOMMbIOTEPE CETU;
nocne yCTaHOBKM 3TOT KOMMbIOTEpP HauMHaeT obpabaTbiBaTb 3anpockl Ha
naeHTudmkaumo).

KoMmnoHeHTb! BioLink IDenium

Windows Logon CepeepHble KOMMNOHEHTEI

P . S R IDenium
XP ‘ Vista ¥ a »
CHHXpPOHW3ATOP Naponei

: Cepeep
Admin Pack BioLink IDenium

BHuMaHume! NporpamMmMHbli KoMmnaekc BioLink IDenium npegHa3HayveH 4nsa yCTaHOBKMU B
ceTax Microsoft n ncnonbsyet Active Directory. Cny>6bl KaTanoroB Apyrmx

Nnpou3BoAMTENEN HE NOAAEPKMBAIOTCS.

BioLink IDenium Client

KomnoHeHTa BioLink IDenium Client no3sonser nonb3oBaTensiM NpUMeHaTb
bromMeTpuueckyro naeHTUdmKaumo Ana 40CTyna K 3alueHHbIM NporpaMMamM 1 pecypcam.

BioLink IDenium Client cocTtouT 13 cneayowmx ABYyX MoAynemn:

BioLink Windows Logon;
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3.4.2

3.4.3

3.4.4

BioLink Password Vault.

BioLink IDenium Admin Pack

KomnoHeHT BioLink Admin Pack TpebyeTcs ansa passepTbiBaHUS HEO6X0AMMbIX
KoMnoHeHToB IDenium ansa Active Directory Ha paboueit cTaHUMM (KOMMbOTEPE)
aAMUHUCTpaTopa ceTn ans obydeHunsa (nepeobyyeHunst) Nonb3oBaTeNs, HAaCTPOMKU MOAUTUK
W BbINOSIHEHUA APYTNX aAMUHUCTPATUBHbIX 3a4a4.

JaHHbIN KOMNOHEHT NMO3BONNUT npun co3aaHnn HOBbIX nonb3oBaTesien BBOAUTL B cncrtemy mx
oTnevyaTkKu nanabueB LEHTPAIN30BAHHO, NCMOJIb3YA TOJIbKO OAMH KOMMbIOTEP JZIOKAJZIbHOIro
aAMUHNCTPATOpPa CETU.

BioLink IDenium Admin Pack cocTouT 13 cneayrwmx KOMNOHEHTOB:

e [lporpaMMHble 6MbnnoTekn gobaBneHns AONONHUTENBbHOM BKNAAKN B ANA/IOFOBOM OKHe
CeoiictBa obbekTta Active Directory;

o buoMmeTpnyeckme KOMNOHEHTbI AN obecneyenus LEeHTpann3oBaHHOro BBoga B CUCTEMY
OTNeYaTKOB NnasibLleB HOﬂbBOBaTeﬂeVI;

¢ [lpaliBepa noaJep>XMBaeMbiX YCTPOWCTB.

CuHxpoHu3aTop naponew

CepBepHblit KOMNOHEHT CUHXPOHU3ATOP NnapoJsien obecnedunBaeT CUHXPOHM3ALMUIO
YyUYeTHbIX AaHHbIX NOAb30BaTeNeN, XpaHawmnxca B katanorax Active Directory v Ha
cepBepax BioLink IDenium. DTOT KOMMOHEHT A0J1XXEH 6bITb YCTAHOB/IEH Ha KaXa0M U3
KOHTpPOJ1/IEPOB AOMEHA B CETHU.

CepBep BioLink IDenium

Cepsep BioLink IDenium obpabaTbiBaeT 3anpocbl, Nosly4aeMble OT KJIMEHTCKUX CUCTEM,
N CcO34aeT OTBETHbIE MakeTbl, coaepxallme yyeTHble AaHHble NOb30BaTesNs,
WHULMMPOBABLLEro 3anpoc Ha naeHTuduKaumo.

OTnnumnTenbHblie XapakTepucTukm cepeepa Biolink IDenium:

e BbICOKO HaZlexHas 3allmTa KoHbDUAEHUMANbHbIX AaHHbIX OT HECAHKLIMOHNMPOBAHHOIO
A0CTyna;

e b6bicTpas o6paboTka 04HOBPEMEHHO NOCTYMaKLWNX 3anpocos;
e MPOCTOTa pa3BepTbiBaHMA N MaclTabmpoBaHus.

Bce bnometpunueckme gaHHble xpaHsaTcs B 6a3e gaHHbix AD. Pennukauunsa 6uomeTpunyeckmnx
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OAHHbIX MexXay BCEMU KOHTpOJI/IepaMn AOMEHa TaKXe OCYLLEeCTBIAeTCA C NOMOLLbIO
CTaHAapTHbIX MexaHu3MoB AD.

3.441 YctaHOBKa

Cepgep BioLink IDenium MoxeT 6bITb YCTaHOBNEH Ha Nt0H60OM KoMMbloTEpPE CeTU (BKOYas
N KOHTpoOSiep AoMeHa). 19 noBblWeHNS NpON3BOAUTENbHOCTN pa3paboTumnkm IDenium
peKkoMeHAYyT yCTaHaB/IMBaTb CEpBEP Ha BblAE/TIEHHOM KOMMbIOTEpPE.

MoapobHee 06 ycTaHOBKE cepBepa CM. B pasaene YcraHoBKa cepBepa Biolink IDenium .
PykoBoacTBa no ycraHoBke IDenium

3.4.4.2 MacwrtabupoBaHue

Onsa yBennyeHus nponsBoanTeNbHOCTU BMOMETPUYECKOW CUCTEMbI CYLLECTBYET
BO3MOXHOCTb MPOCTOro MaclitabupoBaHus IDenium. 18 3TOro 0CTaTOYHO YCTAaHOBUTb
ellle oANH cepBep cpaBHeHuli IDenium. Cpasy Xe Nnocsie yCTaHOBKU OH Ha4YHET NpUHMMaTb
3anpochbl Ha NAEHTUDMKALMIO OT KITMEHTCKUX paboumx CTaHLUMUN.

3.44.3 JlvueH3snpoBaHue

B cucteme BiolLink IDenium ans Active Directory nnueH3npyeTcs KONM4YECTBO
nonb3oBaTesiel, KOTopbiM 6yAeT paspelleHo NCMob30BaTh bnoMeTpruyeckme
naeHTudmKaTopbl 4519 BXOAA B CUCTEMY M AOCTYMa K 3allMLEHHbIM pecypcaM.

MoagpobHee o nuueH3nposaHuu IDenium cM. pasgpen YrpassieHue nuyeH3nen cepeepa
BiolLink IDenium.
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4.1

YcTtaHoBKa U Ha4yano paboTbl

[aHHas rnaBa coaep>XuT pekoMeHaaunm no yctaHoBKe 1 Hadany paboTtbl ¢ IDenium gns
Active Directory.

PazpaboTumku IDenium pekoMeHAYIT YCTaHOBUTb KJIMEHTCKOE NporpaMMHoe
obecnevenune IDenium ans Active Directory Ha kaxkaor pabouen ctaHunm ans
obecrneyeHns HageXXHOM 3alnTbl CETU B LLEJSIOM.

BHuMmaHume! Kaxxgas n3 pabouymx ctaHLMM NONb30BaTeNEN, HA KOTOPbIX MNNaHUPYeTCs
yCTaHOBUTb NporpamMMmHoe obecrnedeHne IDenium ana Active Directory aonxHa 6biTb
BKJ1lOYEHA B JOMEH.

Ha paboueM MecTe agMUHUCTpaTOpa CUCTEMbI AOIKEH BbITb YCTAHOBNEH KOMMOHEHT
BioLink IDenium Admin Pack.

BHuMaHue! Ha kaxaoM KOHTpoJJiepe AOMEHA AOMXKEH 6biTb YCTAHOB/IEH KOMMOHEHT
CUMHXPOHMU3ATOP Naposien.

Mopsapok yctaHoBku BioLink IDenium

PekoMeHAyeTCsl YCTaHOBUTb K/IMEHTCKOE NporpamMMHoe obecneveHue BiolLink IDenium Ha
KaXaoM aBTOMaTu3mpoBaHHOM pabouem mecte (APM) nonb3oBatens ansa obecrneveHums
HaAEeXHOW 3almnTbl CETU B LIENIOM.

BHnmMmaHue! Kaxxabihi APM nonb3oBaTtenen, Ha KOTOPbIX NAaHUPYeTCs YCTAaHOBUTb
nporpamMmMmHoe obecneueHue BioLink IDenium gon)eH 6biTb BKAKOYEH B AOMEH.

Ha APM aaMMHMUCTpaTopa A0MXKeH 6bITb ycTaHOB/eH KOMNOHEHT BioLink IDenium Admin
Pack.

BHuMaHue! Ha KaxAoM KOHTpOJIJIepe AOMEHA AOMKEH 6biTb YCTAHOB/IEH KOMMOHEHT
CUMHXPOHU3ATOP Naposien.

PasBepTtbiBaHue BioLink IDenium B JiokaJZIbHOM CeTU OpraHM3auum Heob6xoauMo
npoBOoAMTb B Crieayloule nocsieaoBaTeNlbHOCTHU:

3tan 1. PacuumpeHnune cxembl Active Directory. Ha gaHHOM aTane BbINONHsETCS
nobaeneHne HeobxoanMbIX aTpUBYTOB M perncTpaums KoMnoHeHT Biolink IDenium B
cnyxb6e kaTtanoros Active Directory

3T1an 2. YctaHOBKa KOoMNnoHeHTOB BioLink IDenium Ha kOHTpossiep AoMeHa. Ha
AAHHOM 3Tane Ha KaXAbl KOHTPOJI1ep AOMEHa B CETU YCTaHAB/IMBAETCSH KOMMOHEHT
«CUHXpOHM3aTOp Naponen».

3T1an 3. YcTaHOBKa koMnoHeHTa BioLink IDenium Server. Ha naHHOM 3Tane
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yCTaHaBIMBaeTCs M HacTpamBaeTca cepep BiolLink IDenium.

3T1an 4. YcTaHOBKa NporpaMMHoOro o6ecneueHusa agMuHmucrparopa BiolLink
IDenium Admin Pack. Ha BbiaeneHHoM APM, noakntO4YeHHOM K LOMEHY,
pa3BoOpayMBaETCs NakeT nporpaMmMmHoro obecneueruns BiolLink IDenium Admin Pack ans
paboTbl aaAMUHUCTpaTOpa.

dtan 5. YcraHoBKa nporpamMMmHoro o6ecneuenus BiolLink IDenium Client Ha APM
nonb3oBaTtesiei. 3aBepluatolnii aTan yctaHoBkuM BiolLink IDenium, B xo4e KOTOporo
BbIMO/HAETCS YCTaHOBKA K/IMEHTCKMX KOMMNOHeHT BioLink IDenium Ha paboune mMecTa
Nnonb30BaTeseN.
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Kak npuknagbiBaTtb nNanel K OKHy CKaHepa oTne4aTKkoB nanbLeB

OTAnunTenbHoOM 0Co6eHHOCTBIO NpOorpaMMHOro kKomnaekca BiolLink IDenium sasnsertcs
BO3MOXHOCTb MPMMEHEHNS BUOMETPMYECKOr0 CKaHepa, NO3BONAOLEro ONpeaensaTb
nosib3oBaTenen No orneyaTtkam nanbues. g ycnewHon paboTel ¢ BioLink IDenium ¢
CaMOro Hayana Heo6xoAMMO 03HAKOMUTBLCS C PAAOM HEXUTPbLIX NPaBu MO UCNOJSIb30BAHUIO
6uomeTpnyeckoro ckaHepa. Hecmotps Ha 10, uto BioLink IDenium nognep>uBaet paboTty
¢ 6onblWINM KONNYECTBOM BMOMETPUYECKNX YCTPONCTB MO CKAHMPOBAHUIO OTNEYATKOB
nanbLeB, MPUHLUMMN CKaHMPOBAHUS OANHAKOB AN 60/bLMHCTBA CKAHEPOB N NpeaenbHO
npocT:

1.Bbi6epuTe nanew, No oTnevyarky Kotoporo 6yayT onpeaenstbCa Baluu npasa
AocTyna

Bbl MOXeTe ncnonb3oBaTb 455 Bepudukaumm noboi naney noboi pykn. Ecnn k APM
nosib3oBaTens nogksntyeH ckaHep BiolLink U-Match MatchBook, yago6Hee ncnonb3soBaTtb
yKa3saTesibHbI naneu. Ho cnepyet NOMHUTL, YTO KaXAbli U3 nasnbLeB obnajaeT CBOUM
YHUKaNbHbIM OTNEYaTKOM, HE MOXOXMM Ha OTneYaTKu Apyrux nanbues. [1oaToMy, ecnu,
HanpuMep, B BiolLink IDenium 3aperncrpmpoBaH oTne4yaTok 60abWOro nanbLa rnpasown
PYKW, TO N NPUKIaAbIBaTb K CKAHEPY HYXXHO UMEHHO 3TOT naseu.

2.MpoBepbTE COCTOSAHME ManbLa

Manevy fonxeH 6bITb YNCTbIM, CYXUM M HOPManbHOW TeMnepaTypbl.
3.MpunoxxuTte naney K OKHy CKaHepa

OnTuMarnbHOEe nosioXxeHue

HenpaswuneHoO

CRMUpE W Coaur MNopopor

Kymukyna

- LN YN )
Ncnonb3yiiTe BCO NOBEPXHOCTb OKHa CKaHepa

Ncnonb3yiTe BCHO MakCMManbHO BO3MOXHYIO MoWaAb CKaHepa, OpUEeHTUPYSCh Mo
n3obpaxxeHnto oTneyaTka Ha skpaHe APM nonb3oBaTtens.

Pa3MellaiTe KyTUKY/y MO LEHTPY OKHa cKaHepa

lMepeKOoLWeHHbIN, CMELLEHHbIM B KaKyl-11Mbo CTOpOHY nasnel He MOXeT 6biTb KOPPEKTHO
3aperncTpmpoBaH M MOXET CTaTb MPUYNHOWN OTKA30B B pacno3HaBaHUM UIn
CYLLECTBEHHOIO CHUXEHMUSI CKOPOCTU naeHTudukaunmn. CtapanTtecb NpuknagbiBaTb naney,
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TakKnm 06pa30M, yTObbI KYTUKYJla Haxoaumnacb B LEHTPE OKHa CKaHepa.

CTapaﬁTer npuKnagbiBaTb Nanel NoaHOCTbO U HE pa3BopayvnMBaTb €ro OTHOCUTEJIbHO
NOBEPXHOCTU CKaHeEpa

He npuknaabiBanTe naney, 60KOM UM YaCTUUYHO. DTO PE3KO CHMXAET KauyecTBo oTrnevyaTtka
N paccMaTpuBaeTcs NporpamMMon Kak olmnbka.

Heobxoammo YUnTbiBaTb, 4YTO CMELWLEHNE UTN NOBOPOT MNasibla OTHOCUTEJIbHO NMOBEPXHOCTU
CKaHepa npuneoanT K owmnbkam pacno3HaBaHM4 OoTne4dyaTKa najbla.

He I'IpM)KVIMaﬁTe nanew CIMWKOM CUNbHO WU CANLWIKOM cnabo

Ecnn naney npuxaTt CAULWIKOM CUJIbHO, TO OTTUCK 6y,qu MMETb BN OAHOPOAHOIO TEMHOIO
natHa. OcnabbTe CUny Haxatud.

Ecnun naney npuxaTt CAULWIKOM cna6o, TO BMECTO YeTKOW KapTUHbI KannnnapHbIX NIMHNIA
6y,qu BUAHbI OTAE/IbHbIE TOUYKU N OTPE3KU. YBENNUbTE CUITY HaXaTu4.

PekoMeHayeTCca crierka noBopayMBaTh nasiel npy BBoAEe oTnedaTKka nasbla nonb3oBaTens
B cucteMy. Hanpumep, cHa4dana pacnonoxXuTb nanew Tak, yTOObI OCb NanbLa U 0Cb
CUMMETPUN CKaHEPa coBnaaanan no UeHTpy, 3aTEM CJierka NnoBepHyTb Nanel BaeBo, NOTOM
- CNnerka snpaso
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4.3

Bxoa nonb3oBaTtensi B onepauuoHHY0 CUCTEMY

Mocne ycraHoBku BioLink IDenium Windows Logon Ha APM nonb3oBaTens Bce
NHdOpMaLIMOHHbIE, MPOrpaMMHbIE M NPOYME pecypcCbl NpnobpeTatoT AONONHUTENbHbIN
ypOBeHb 3awWnTbl bnarogaps Mcnonb3oBaHUO 6BMoOMeTpudeckon naeHTudmKaunm
nonb3oBaTeNen Npu BXOAE B ONEPALMOHHYIO CUCTEMY.

BHumMmaHue! Ecnm nonb3oBatenb goMeHa 6bll 3aperMcTpmpoBaH Ao ycTaHoBKKM BiolLink
IDenium, To AN KOpPPEKTHOro yHKUnoHnpoBaHus BioLink IDenium HeobxoanMo 4YTOb6bI
3TOT Nosib30BaTeNb, NGO BOLWEN B ONEPALMOHHYI0 CUCTEMY, NCMONb3Ys CBOE UMS U
naponb, IM60 Npoussen cMeHy naposs (CaMOCTOATENbHO MM C MOMOLLbLO
aAMUHUCTpaTOopa).

OT0 Heo6X0AMMO AN MOSYYEHUS NAapoNst KOMMNOHEHTOM CMHXPOHU3AToOp Naponen u
OTnpaBKuM ero Ha cepBep BioLink IDenium. B ganbHeNweM B cny4yae M3MeHeEHNs napons
CHXpOHM3aTOp Nnaponen 6yaet obecneymBaTb €ro CUHXPOHM3aUMIO C MAposieM U APYTrUMuK
YYETHbIMU AaHHbIMW, XpaHSaWnMMMCa Ha cepBepe BioLink IDenium

Cnoco6 nepBoro nocne ycraHoBku BioLink IDenium Windows Logon Bxoga
nonb3oBatens Ha APM nonb3oBartesns MoXeT 6biTb CliefyOLWnM:

e Ecnu aTanoH otnevaTka nasbua nosb3osaTtens 6bin co3aaH Npu CoO34aHUM yYETHOM
3anucu nonb3oBaTtens B Active Directory (nonb3oBaTesib NPUCYTCTBOBas Npu
perncTpaumm CBoern y4eTHOM 3anncn), To Ans Toro, 4tobbl 3aiTn B CUCTEMY B NEPBbLIN
pas, nosb30BaTesnto AOCTAaTOMHO NPUIOXKUTb CBOW Nasiey, K OKHY CKaHepa OTne4yaTKoB
nanbues. bonee noapobHy MHOpMaUNO CMOTpUTE B pasaene Bxo4 B 0nepaLmnoHHYHo
cucTeMy ro oTrieqaTKy nasbua

e ECnu aTanoHbl 0TNEYaTKOB MasbLeB Mosib3oBaTesns OTCYTCTBYOT, TO aAMUHUCTPATOP
CUCTEMBI AO/HKEH COOOLMTL NMOSb30BaTEsN0 Naposb AN NePBOro BXoAa B CUCTEMY. ITO
MOXeT 6bITb 06bIYHbIM Mapoab NOAb30BaTENS A8 A0CTyna B AoMeH. O TOM, KaK BONTH
Ha pabouyto ctaHumto ¢ Windows Logon B 3TOM ciiyyae, cMOTpuTe nogpobHoe onucaHue
B pasaene Bxog B cucremy ro naposio.

BHuMaHue! PekoMeHAYyeTCs HAaCTpOUTb MNONIMTUKU UAEHTUGUKALNK, 4O NEPBOro BXoaa

nonb3oBaTenen B cuctemy. NMonmTukn naeHTUudmKaumum no3BonatoT 6onee rmbko n YeTko
CKOHUrypmnpoBaTb npaBuia AocTyrna nonb3oBaTenen BiolLink IDenium K 3aWnULEHHBIM
pecypcaM (nogpobHee cM. pa3aen Hactpornka nonutuk IDenium).

Mpoueaypa Bxo4a nosib3oBaTens B onepauymoHHblie cucteMmbl Windows XP n Windows
Vista/7/8 HeMHOro otnmyatoTcs. B HacTosiweM AOKYMEHTe BXO4 B CUCTEMY OMMUCaAH Ha
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4.3.1

npuMepe OC Windows 7.

Bxoa B onepaunMoHHYO CUCTeMYy NO oTne4vYaTKy nanbua

YT06bI BOUTU B CUCTEMY MO OTNEYATKY NaJibLa, BbINOJIHUTE clieaylowme
AencTBUA:

1.3anyctute APM nonb3oBaTens;

2.Mocne Toro kak APM nonb3oBaTens 3arpy3nTcsi, Ha 3KpaHe B 3aBUCUMOCTU OT AOMEHHbIX
NOMNTMK NOSIBUTCS coobLleHne 0 TOM, YTO AJ19 BXoda Heobxoammo HaxaTb Ctrl + Alt +
Del, nnn HenocpeACTBEHHO MpUrialleHne NpuaoXunTb Nanew K OKHY ckaHepa
0TMNe4yaTKOoB NasnbLeEB; B MEPBOM CNy4yae AaHHOe NnpuriaweHme nossBMTCS Nocse HaxaTus
Ctrl + Alt + Del;

BioLink IDenium

Ana waentudgumkagun B Windows npunoxinTe nanewl K cKaHepy

3.MpunoxnTe Naney K OKHY CKaHepa, KakK Bbl 3TO Aenanun B npouecce «obyyeHus»
nporpamMMHoro Kkomnsiekca BioLink IDenium pacno3HaBaHuWO Bac No oTrnevyaTKy nanabua;

4.Tocne ycnewHoro pacno3HaBaHUsl Bac Nno oTrne4yaTKy Ballero nasbla 3anycTuTcs
onepaumMoHHas cucrtema.

Mpn HeO6XOANMMOCTM MONb30BaTESb MOXET U3MEHUTb, A006AaBUTb MW YAANUTb 3TaNOHbI
oTrnevyaTKoB NanbueB. 115 3Toro Heo6xoAMMO BOCMOb30BaThCS NyHKTOM MaHenb
ynpasneHusn BioLink Windows Logon.
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4.3.2 Bxop B cuctemy no naposnro

[JaHHas npoueaypa He OTIMYAETCS OT CTaHAAPTHOW npoueaypbl BXoAa B onepaumoHHble
cucteMbl cemencTtea Windows.

3amMeuvaHume! KoHKpeTHble Wwarn nosb3osBaTens npu Bxoae B onepaunoHHYO CUCTEMY
Windows no naposto 3aBUCAT OT HaCTPOEK MOAUTUK, onpeaensemMbiXx aAMUMHUCTPaToOpPOM
ceTu/noMeHa.

Mocne ycnewHow aBTopusaumnm nNosb3oBaTesNs 3anyCcTUTCS onepaumnmoHHas cuctema.

Mpn HeobXxoaMMOCTM NOAb30BATENb MOXET U3MEHUTbL CBOM Naposib Aoctyna K APM
rnosib3oBaTtensd. s 3Toro Heob6xoanMo Haxatb KoMbuHauuto knasuw CTRL+ALT+DEL, B
OkHe «be3onacHocTb Windows» HaxaTb KHoMKy «CMeHa naponisa» v ganee crefoBaTb
npurnaweHnsM nporpammbl. JetanbHyo MHbOOPMaumio 0 TOM, KaK U3MEHUTb Naposib
nepcoHbl Nonb3oBaTens Ha cepsepe IDenium, cMOTpUTE B AOKYMEHTE PyKOBO/CTBO
nonb3oBartessi Windows Logon.
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44 Pasb6nokupoBaHue APM nonb3oBartens

Ncnonb3oBaHue 6noknposkn APM nonb3oBaTtens siBASETCS OAHUM U3 NEepPBOCTENEHHbIX
YCNOBUIN HAaAEXHOW 3alMTbl peCcypCcoB Nosib30BaTeNs OT HECaHKUMOHWPOBAHHOIO AOCTYyna.
BioLink IDenium no3BOASIET UCMONb30BaTb BMOMETPUUECKYIO NAEHTUdUKaLNto
nosib30BaTeNs BMECTO NMaposbHOW npu pa3bnoknposaHmn APM nonb3oBaTens.

Onsa cHATMSA 6N1OKMPOBKM MCMONb3YETCA ONMCaHHasa HUXe npoueaypa. HesaBucumo ot
TOoro, Kakmm cnocobom 6bin 3abnokmpoBan APM nosnb3oBaTens — BPYYHYH, HaXaTUEM
knasuw CTRL+ALT+DEL, nan ¢ NnOMOLLbIO 3aLMLLEHHON NMapo/eM 3KpaHHOW 3acTaBku —
Ha 3abnokmpoBaHHOM KomnbtoTepe B Windows XP oTobparkaeTtcss okHO Bnoknposka
KoMnbtoTepa, B 6051ee HOBbIX ONepauMoOHHbIX CUCTEMaXxX - NpUrnalleHne npuaoXKuTb naney
K OKHY CKaHepa OTne4yaTKoB NanbLes .

OkHO «bnokunpoeka komnbtoTepa» B Windows XP

IDENIUM

Active Directory Edition

% Koo Tap MCNOnESYETOA 1 380 N0KHpOBAH,
Toneso TESTEURDOMAN S0 (wwkB01 vh.) s agesecTpaTop

HOMET CHATE BAepaBy KosNEHTERA.
Ana orEmrs Bnokmpose Rase e Chrl-Ak-Del,

P MgHanosHTE NANEY K CEAHADY OTNEYATEOE Namnsyes, yTobic
DME-WZI'HWMTI.- DR TED.

YTt0o6bI pa3zbnokupoBatb APM nosib3oBaTens, BbiNOJIHUTE clieqylolime AeACTBUNA:

o [punoxunTe nanew K OKHy CKaHepa oTne4yaTKoB ManbLes, cieays MHCTPYKUUSM B OKHE
BbnokupoBka KOMNbIOTEpPA;

-nnn-
o OcyulecTBuTe BXo4 No MMeHU Nosab3oBaTesns U Naposto.

Bonee noapo6Ho 0 6noknpoBke pabounx CTaHLMN NONb30BaTENS CMOTPUTE B OKYMEHTE
PykosoacTBo nosb3oBatesns Windows Logon.
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5.1

HacTtpounka cepBepHbIX KOMNOHEHT IDenium

Hactpoika IDenium gnsa Active Directory BkntouvaeTt B cebsl BbiNOSIHEHME Ceayowmx
3ajauy:

YnpasneHune cepsepom BioLink IDenium:

3anyck cnyx6bl BioLink IDenium Server;

YCTAaHOBKa JIMUEH3UN,

e MPOCMOTP XYypHana cobbIiTun.
Hactosiwas rnaeBa coaepXuTt nogpobHble peKkoMeHAauMn Nno BbIMOJIHEHUIO

BblLLIEONMMNCAaHHbIX 3aA4a\u.

HacTtpouka komnoHeHTa CUHXpOHU3aTOp Nnaposen

KoMnoHeHT CMHXpOHU3aTOop naponeﬁ DOSHKeH b6bITb YCTaHOB/1EH Ha Ka>X40M
KOHTpO/NnEepeE AOMEHA.

KomnoHeHT paboTaeT B (hOHOBOM pexuMe. [anbHellwlas ero HacTpolika He TpebyeTcs.
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5.2 YnpasneHue cepBepom BioLink IDenium

YnpasneHune cepsepoM IDenium BktoyaeT B ceba cnegyroline 3agaydn:
e ynpas/ieHMe 3anyckoM cnyxb6el BiolLink IDenium Server;
e yrnpasrieHMe nuueH3snen cepeepa BiolLink IDenium;

e MPOCMOTP XypHana cobbiTnin cepeepa BioLink IDenium.

5.21 3anyck cnyx6bi BioLink IDenium Server

PaboTa cepBepa BiolLink IDenium obecneunBaetcs cnyx6omn BioLink IDenium Server. 3T1a
cnyxb6a AoMmKHa 3anycKaTbCsl Nog YYETHOM 3anncbto Nosib30BaTeNs, BXOAALWEro B rpynny
AaMMHUCTpaATOPbl AOMEHA. [laHHas y4yeTHas 3anucb BbibMpaeTcs BO BpeMs YCTaHOBKMU
nporpaMMHoro komnsekca BioLink IDenium. Bbl Takxe MOXeTe BbibpaTb APYrylo YUYETHYIO
3anuncb ans 3anycka cnyxb6bl BioLink IDenium Server yxe nocne ycTaHOBKMU
nporpaMMHoro komnsekca BioLink IDenium.

YT106b1 BbIGpaTh YYETHYIO 3anNuUCb ANA 3anycka cny»6bl BioLink IDenium Server,
BbINOJIHUTE crieaylolime oencTBus:

1.HaxxmuTe kHonky Myck, BbibepuTe koMaHay MaHenb ynpaBneHus, LWENKHUTe
kaTeropuio Mpou3BOANTENIBHOCTb U 06CNY)>KMBaHMeE, LLESIKHUTE 3HAYOK
AOMMHNCTPUPOBAaHMUE, 3aTEM B OKHE YNpaBJieHMe KOMNbIOTEPOM [BaX/bl
LLIESIKHUTE 3Hauyok Cny»x6bi;

OKHO «YnpaB/ieHNe KOMMNbIOTEPOM
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Services

File  Action  Wiew Help

- | @ EFER[2E > 80w

% Services [Local)

Services {Local)

BioLink IDenium Server Marne | Description | Status | st <
% MET Runtime Optimizati,..  Microsoft ... M
Stop the service %a Alerter Motifies sel... Di:
Pauss the service 8 APC PEE Agent AFC Power... Started AL
Restart the service
%AF‘C PBE Serwver PowerChut,,,  Starbed A
%.ﬁ.pplication Expetience L... Process ap...  Started AL
Descripkion: I - ;
BioLink IDeniurn Server - matcher %.ﬁ.ppl!cat!cln Layer Gatew...  Provides s.... M‘_
fingerprints %.ﬁ.ppllcahun Managernenkt Processesi.. Started P
%ASP.NET atake Service Provides s... Mé
%.ﬁ.utumatic Updates Enables th.,,  Started A
Background Inteligent T... Transfersf... Started
. ioLink IDenium Server Biolink IDe... Started ¢
% BioLink IDenium Server? BioLink IDe...  Started
%CIipBDDk Enables Ci... Di: ¥
1 »

Extended ;{ Standard ,.I"'

2. UWlenkHuTe npaBon KHONKoOM Mbiwn cnyx6y BioLink IDenium Server 1 B KOHTEKCTHOM

MeHo BbibepuTe NyHKT CBOMCTBA;

3.0TKkpoiiTe BKNaaKky Bxoa B cucreMmy, yCtaHOBUTE NepekstoyaTesib B nosoxeHmne C
YUYETHOM 3anunCbio, HAXMUTE KHOMKY O630p M YKaXXUTe YUYETHYHO 3aMnchb
nosb30BaTeENsa B AMasloroBOM okHe Bbi6op nosib3oBaTenen. 15 npoaokeHms

HaxkMuTe KHonky OK.

4.BeeauTte Naposib 415 BblbpaHHOM yyeTHOM 3anmcm B nonsax Maponb u
MoaTBepXkaeHMne N HaxkMute KHonky OK.

NMpumeuyaHume! B cnyyae Bo3HMKHOBEHUS npobneM, nonpobynTe ykasatb nms
nonb3oBaTensd B creaywwem smae: MMsa_aomeHa\MMs_nosb3oBaTens. 9T0 0CO6eHHOo
aKTyasibHO, ecnu ncnosnb3ytoTca APM nonb3oBatens nog ynpaBieHMEM OrnepauMoHHON

cuctembl Windows 2000;

MpuMmeyaHume! YTo6bl UMETb BO3MOXXHOCTb HacTpamBaTb NapaMeTpbl BbINOJHEHNSA CY>X6bI
BioLink IDenium Server, He06X04MMO MCMNO/Ib30BaTb YYETHYIO 3aMnCb, BXOASLLYIO B

rpynny AAMMHUCTPATOPbI.

Bknagka «Bxog B cuctemy»
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BioLink IDenium Seryver (JIOKankHBIA KOMNBEHOTEP) - CEORCTEA

Otwwe Brog & cHcTeny EDDCTEIHDBJ‘IEHHEI 3aBHcHMDCTHI

Bxon B cHcTERY:

CIC CHCTEMHON Y4ETHON SanHcER

™ Paspewnms BsaHMoiefcTEHe C patiodu cTanom

&+ T queTHoi SgnH-:bh:uﬁI'MS"-"l"ﬂMHHHCTPﬂTDP O=op... |

napl:lﬂb: IIliii.IIliii.II

nDﬂTBEmeHHE: II..I..II..I..II

MokHO pasPEMTE Wil 33NPETUTE 3TY CAYKEY 407 NepeYucIEHHEIR
HIHE ApOpHNEN 060Ul 0ESHARA;

[1pognE ofopyloEaHMA | Caystia |
Frofile 1 BrnoveHa
Paspewmms | JanpeTuTe |

k. I OTrieHa | I'IpHmEHHTbl

ABT03aI'IyCK C.I'Iy)K6bI cepBepa npu 3arpyske OI'IepaLl,I/IOHHOIZ CUCTEeMbI 6yp,eT BO3MOXEH TOJIbKO noA
nonb3oBaTesieM C nNpaBoM BXo[da B CUCTEMY B KayecTBe CJ'Iy>K6bI.

5.2.2 TaHenb ynpaeneHus cepsepom BioLink IDenium

MaHenb ynpaBnenus BioLink IDenium cepBep npeaHasHavyeHa 45159 HAaCTPONKM
cepBepa IDenium, a Takxe ong ynpasneHusa nuueHsnamu IDenium

OkHo «[lMaHenb ynpasneHus BioLink IDenium cepsep»
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B} Nanens ynpasnenna BioLink IDenium cepsep |
—HacTpolikm
MaHene yNpagneHA - "HacTpolikiK™ Mo3B0NAET YCTAHOBWTE HacTpoiitu. .. |
MapaMeTpbl CHHXPOHMIALYAM YHETHEIX SEMMCER, NOrMpoBaHKuA,
5 NapaMeTpbl NOAKNKYEHWA CETEBOMD KNKDYa, [ANA NpocMoTpa MM
ﬁ W3MEHEHWMA HACTPOSK CEBEPa HEMMMTE KHOMKY "HacTpaliku,.. "
=
ot
g ~ FIMLEHZHMK
MaHene ynpasneHta - “TIMUeHsMe " NO3B0NAET NPOCMOTPETE
2 YCTEHOBNEHHBIE MALEH3MA ANA 0aHHOr0 Cepeepa. [nA npocMoTpa
E MWLEHZWA MNK YCTEHOBKM HOBbIX MMUEHZMA HEMMUTE KNSBMLLY
"MugHzMM. .. "
ﬁ_l  BioLink IDenium
E Bepova NpoaykTa M KOHTaKThI. 0 nporpamme... |
SaKpbITh
5.2.2.1 YnpaBneHue nuueH3uen cepBepa BioLink IDenium

B nporpamMmmHomM koMmnsiekce BiolLink IDenium nnueH3MpyeMbiM SIBASIETCS KOJIMYECTBO
nonb3osaTtenen BioLink IDenium. Monb3oBaTtenb BioLink IDenium - 370 06bl4HbIN
nosib3oBaTesb AOMeHa, HO obnagatowmii Npm 3ToOM HAabopoM yHMKANbHbIX BUOMETpNYECKMX
naeHTudmkaTopos (oTneyaTtkos nasnbues). Mocne ycraHoBku BiolLink IDenium Bce
rMosib30BaTeNN AOMEHA aBTOMATUYECKU CTAHOBATCS nosb3oBatensaMu BioLink IDenium, T.e.
NOsy4aroT BO3MOXHOCTb MCMOSb30BaTb 6MOMETPUIO A5 BXOAA B ONMEpaLMOHHY CUCTEMY U
AO0CTyna K ceTeBbIM pecypcaM. pu aTom 6uoMeTpus byaet AOCTyNHa TONbKO AN TOro
KOSiM4yecTBa Nosib3oBaTtesien, KoOTopoe yKa3aHo B nnueH3nm Ha cepsep BiolLink IDenium.

Ons Toro 4ytobbl NOHATL pa3HMUY MexAay 06blYHbIM NOSib30BaTENEM AOMEHA U
nonb3oatenem BiolLink IDenium, paccMoTpum cnegyowmin npumep. B nomeHe
3apernctpmupoaHo 1020 nonb3oBaTtenen. JinueHsmnsa cepsepa cpaBHeHui BioLink IDenium
npeaycMaTpmBaeT KOJMYECTBO nosb3oBaTesnen Biolink IDenium pasHoe 1000.

Takum obpa3oM, Tonbko nepseblie 1000 nonb3oBaTesien AOMEHA, AJIS KOTOPbIX

3aperucrpmpoBaHbl 6MoMmeTpmuyeckme ngeHTnduKaTopbl, CMOryT NCMONb30BaTb
brnometputo. OctanbHble 20 6yayT BbIHY>XAEHbI MCMONb30BaTh CTaHAAPTHbIE METOAbI

ayTeHTUdurKaumm (N0 MMEHW Mosib3oBaTeNs U Naposio).

B komnnekT nocrtaBku cepBepa BioLink IDenium BxoauT cTapToBas AMUEH3MNsA Ha 2
Nnonb3oBaTend. OTOro A0CTaTo4HO, YTOo6bl NpoBecT Heboblloe TecTupoBaHue
nporpamMmHoro komnsiekca BioLink IDenium. Ecnn Bam TpebyeTtcsa nmueH3ns Ha 6onbuiee
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KOJIMYECTBO MNoJsib30BaTenen, BaM HeobxoamMmo 6yaeT cBsa3aTbCs C NOCTaBLUMKOM BiolLink
IDenium 1 yCTaHOBUTb HOBYIO JINLLEH3UIO.

Y106bI YCTaHOBUTb HOBYIO JIMLLEH3UIO, BbIMNOJIHUTE Ccieayouine AencTBua:

1.Ha APM nonb3oBaTtensa c yctaHoBNeHHbIM cepBepoM BioLink IDenium Server oTkponTe
okHOo MaHenb ynpaBneHus BioLink IDenium cepBep, BbibpaB OAHOUMEHHDbINA MYHKT
B MeHi0 MNMyck;

2.HaxmMute kHonky "JinyeHsun..."

BioLink IDenium cepeep - ynpaseHHe NHLIEHZHAMA ﬂ

BHuraaHMe! B cnyyae MCNONbS0EEHWA MHUEHSMM Ha KNHYE, 009 NpOCHMOToa
WAMNM YCTAHOBKM NMUEHSMH HEOGROOMMO nogk.noymWTe LISE
K.Y K. KOrOBKTEPY.

— MHDoprauMa o ndueHs9A | Denium
K.oiWyecTED N0k 30BATE NE:

K.onuyecTED patoduE cTaHLHE;

Active Directory Edition

.D.EITEI OK.OHY3HHA NHUEHS M.

L

K.onquecTeo I:Iﬁ':l'-IEHHbIH MONES0EST e NS

IDENIUM

HoTaHOBMTE AporpardrdHYD AdULEeHSED. ..

HoTaHOBMTE AMUEHZMED Ha LS B-kame...

JaKpeTe |

3.BbibepuTe TN ycTaHaBnmMBaeMom nnueHsnmn (nporpammHas nam Ha USB-kntoue)
LLIe/TYKOM MO COOTBETCTBYIOLLEN CChISIKE;

©

OKHO «YcTaHoBKa nnueH3unin cepeepa BiolLink IDenium»

© 2013 BioLink Solutions



37 PykoBoacTtBo agMmuHuctpartopa BioLink IDenium gnsa Active Directory

¥cTanoBKa NMUEH3WA cepBepa Biolink IDenium 5[

BHUMaHKE! ANA YCTAHOBKK NMMUEHZMM HE0OX0AMMD MNOAYYMTE KOg
NALEHZMA M BEECTH &0 B COOTEETCTEYHIWES NOne,

ANA NonyYeHMA Koga NMUEHSMA OTNPaELTE MAEHTHDUKAETOP
KIKOYE MMM KOMNBKOTEPA Ballemy AucTpubsaTepy IDenium,

MAeHTMBWKETOP KAKIYS MW KOMNbKOTEDE:

0o00o00000000000000000000000000000000000000000000

Koa nvueHsMe:

QK I Cancel

4. CkonmpynTte naeHTUMKaToOp KoYa 3awWmTbl M OTOWINTE ero nocrtaswuky BioLink
IDenium;

5.B oTBeT BaMm 6yaeT BbiCNaH Kog nueH3nn. BcTtaBbTe ero B COOTBETCTBYOLLEE NOME U
HaxkMute KHonky OK;

6.06sa3aTenbHO nepesanyctuTte cepeep BiolLink IDenium nocne yctaHoBkn/obHOBAEHUS
nvueHsun. [ing nepesanycka cepsepa nepesanycrtute cnyxby BioLink IDenium
Server.

Mpumeyuanume! MNpn MCNONb30BaHUN CETEBOIO Kito4Ya 3awwmTbl Heobxoammo B MaHenu
ynpasneHnsa BiolLink IDenium cepBep BbibpaTb COOTBETCTBYIOLME MYHKT B MEHIO
"HacTtpoliiku..." n ykasaTtb, ecnm Heobxoammo ip agpec MK Ha KOTOPOM yCTaHOBJEH
CeTeBOWN K04 3aL1Thl.

5.2.2.2 [ononHutenbHble HacTponku BioLink IDenium cepBep

Ons pocrtyna B MeHIO HacTpoek cepsepa BioLink IDenium

1.Ha APM nonb3oBaTtens c ycTaHOB/AEHHbIM cepBepoM BiolLink IDenium ServeroTkporite
okHO MaHenb ynpaBneHusa BioLink IDenium cepBep, Bbi6bpaB 04HOMMEHHbIN MYHKT
B MeHio Myck;

2.Bbi6bepuTe nyHKT "HacTponkm..."
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OkHo «BioLink IDenium cepBep - HaCTPONKU»

BioLink IDenium cepBep - HACT POHKH 5[

— ¥YPOBEHE CHHXPOHMZALMAKM YHETHEIX 3EMMCEN

[ WononesosaTe MnofaneHen katanor Al

_HEIJEHETPI:II nogKnoYeEHWA CETEB0MD KNio4a

[” WononezoeaTte ceTesoil Koy

—MapaMeTpel NorMpoBaHAA

|7 Wnonb30BaTe NOrMpoBaHHME

¥ AazoBeid yposeHs (1) pacwMpeHHLIi yposeHs (2) " MaKoMManeHeN yposeHs (3)

[T wononesosate 50L cepsep AnA NorMpoBEaHMA

—MNapamMeTpbl ceTH

™ Wononesosate ceTesoi anpec "'I

K. I Cancel

"Ucnonb3oBaTb rnob6anbHbi KaTanor" - ykasblBaeTcsi, NCNOSb30BaTb SN
rnobanbHbI KaTanor 4ns MexaoMeHHOW aBTopm3auunun. Mo yMonyaHuto He

MCNOJIb3YETCA.

"icnonb30BaTb CETEBOM KMKOU" - yKa3blBaeT Ha UCMONb30BaHME CETEBOrO Kito4ya
3awmnTbl Sentinel, 6e3 ykasaHus ip agpeca Ha KOTOPOM YCTaHOBJIEH CETEBOM K/KOY TUN
3anpoca gns nomcka knwda éyaet smaga multicast.

"Ucnonb3oBaTtb SIOrMpoBaHMe" - CMOTpPUTE NYHKT HacTponka ypoBHS AeTanusaumm
MHpopMaunm

"Ucnonb3oBatb SQL cepBep ANA NOrMpoBaHMA" - CMOTPUTE NYHKT YNpaBieHue
nonb3osatensamu Biolink IDenium

"Ucnonb3oBaTb ceTeBOM agpec” - ykasbiBaeT IP-aapec aons npveMa 3anpocos
(MOXeT ncnonb3oBaTbCs NPU HaANMUYMKN Y KOMMblOTEPA HECKONbKMX IP-aapecoB)
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5.2.3

5.2.31

MpocmoTp XXypHana cobbiTun cepBepa BioLink IDenium

Bce cobbiTns cepsepa BiolLink IDenium 3anncbiBalOTCS B XXYpPHaJs, KOTOPbIA HAX0AUTCS B
pasgene NMpocMoTp cobbiTM OKHa YNpaB/ieHue KOMNbIOTEPOM.

B >xypHan cepBepa BioLink IDenium mo>keT 3anucbiBaTbCA MHOpMaLmna O
cnepymowmx cobbiTuax:

e M3MEHEHME YyYETHbIX AAaHHbIX MOb30BaTENS;
e 3anyck/octaHoB cnyx6bl BioLink IDenium Server;

e 06bpaboTka 3anpoca Ha cpaBHeHMe ¢ APM nonb3oBaTenei;

. MHCbOpMaLI,MFI O Apyrux CO6bITM$IX, coaepXallasd pa3/indHble OT/1IaA04YHbIE U CJ'Iy>K€6HbIe
AaHHbIE.

-r:: vlll.h!‘lp.‘llm' KU AL s

B koecone  feficreee  Bua Oow Crpaecs =18 =]

= BB fFHE &
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i ﬁ-cm Wp""‘_"" -&)}Hﬁww 25,00 2008 Sl 5h Bl ik Sieram SrcyToTeyeT L0 Hig P
= | Moccatn cibemiat B} yeasonnss 002008 S02ET Bolrki0enim  Orcyrcreyer 1000 HE b
4] P Elvees 012008 FOUST Bolrki0enim  OToyToTEyeT 1000 HA b
= A) e snneree 25,00 . 3002 F00:57 el T ] CTCYTCTEYET (fri] HIg i
..')m:m 5.0 . 200E E-= - Bl ik By OTCYTCTE ST L] HIA i
_:_I‘}I'br-qmramr 2500 . 200 E-5 B B b B OTCYTCTEY BT L] H& i
.!,:"r‘rw,;mrrwn 2500 . 00S f-= R Bl i SDeraam SR TETRYST Lkl H& §
0 -i.:‘m.:wriew 25,00 . 20008 EEhE Bl ik S0eram CTEYTCTRYST 6 i] 1+ i
E Oz e @}Hﬁww 2500 . 2008 L= 0 Bl ik Sienam SrcyToTeyeT L0 Hig ¥
Exw"m npes | B vee 012008 BSESE Bolrkflersm  OToyrcreyer 1000 HWa b
4 SpenaTyep yETEORTE J}:-‘n-umm 2500 00 ETAISE Bl inkI0erium CTCYTCTEYET (frri) Hg "
m [ Saneseimoune YITEORCTES Liveesimneren 00008 ETRSE BelrkiDenim  OTCyTcTEyeT 100D HE @
& L pomanse T .')m:mm 2500 . 00E &LEhES Bl ik By OTCYTCTEST L] HIA i
g SEar HENTASH S0E .!,'?"m.r-_gmn 2500 . 00S A0 Bl arb S YR TR L] HI& ¥
¥rpassetme anccme £ Fongomnsen S50 0NE &SSS Fimd b Zeraam CTEYTETRYET 1480 Hig @
= [ Crivstus i npinemtie ) vengonnsen 2000008 Eanse Eolrkfenim  Orcyrreyst 1000 HE
£ Tensdoem ) peanonns H01.2008 BG4 Bolrkiienim  Orcyrereyer 1000 HE »
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Takxe xypHan cobbitui BioLink IDenium moxeT cogepxkatb MHDOPMaALMIO O JIMLEH3UN U
pasfiNyHbIE AaHHbIe 419 CaMOCTOATEIbHOI0 NOMCKa HemcnpaBHocTen, cboes, ownbok B
paboTe 1 nx yctpaHeHus.

HacTpoiika ypoBHsa geTanusauum nHdopMaumum

YpoBeHb geTanusaunm nHpopmMaummn, BbIBOAMMON B XypHasne cobbiTuin cepeepa Biolink
IDenium, MOXeT perynpoBaTbCs Nosib30BaTeNIEM Yepe3 HACTPOMKY napamMeTpoB
nlorMpoBaHmnsa B OKHe HacTpoek cepsepa Biolink IDenium.

CyLlecTBYIOT TpU YPOBHSA AeTanusauum:

1.BbiBOAMTCA MHpOpMaunsa o dhakTax ycnewHon/HeycnewHon naeHtndukaumm n 3anycke/
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OCTaHOBKEe CNyX06bl.

2.[Jo6aBnseTcs nHbopMaumsa o0 NPUXoASALLMX 3anpocax Ha AEHTUUKaLNIO.

3.Jo6aBnsercs nHhopMaumnsa 060 BCEX BO3MOXHbIX COBbITUSAX, CBA3AHHbIX C CEPBEPOM

BioLink IDenium.
5.2.3.2 [OunarHocTuKa coObITUn

Huxxe npeacTtaBneHbl HEKOTOPbIE KOAbI CcobbITUIN N NX paCLLIVICprBKa.

Kop co6biTua  OnucaHue AononHutenbHaa nHpopmauuna
cobbiTns
1002 3anpoc Ha YKkasblBaeTcs, ¢ kakoro APM nonb3oBaTtens
naeHTudmKaumo npuwen 3anpoc Ha naeHtTudukauymo (none
From).
1003 YyeTHas 3anuchb Nma yueTHon 3anucu (none Account name).
HanaeHa

Pe3ynbTaT cpaBHeHUA (nosie Score).

YKa3biBaeTcs, ¢ Kakoro APM nonb3oBaTens
npuLwen 3anpoc Ha naeHTudmkauumto (none

From).
1004 YdyeTHasa 3anucb He |YKa3biBaeTcsd, C Kakoro APM nonb3oBaTens
HangeHa npuwen 3anpoc Ha naeHtTudukauymo (none

From).

5.2.3.3 3anucb cobbiTuin IDenium B 6a3y gaHHbIX Microsoft SQL Server

Ana noaaep>ku 3anucu coboituini B Bl Microsoft SQL:

1.HeobxoammMo BKAKOUYNTL NogaepxXxkKy npotokona TCP/IP ansa Bawero aksemnnsipa
Microsoft SQL Server.

2.Co3paTtb 6a3y gaHHbIX C MMeHeM BiolLinkIDeniumLogs
3. BbinonHuTth SQL 3anpoc k B[ BiolLinkIDeniumLogs
USE [BioLinkIDeniumLogs]
GO

[¥*¥***% Qbject: Table [dbo].[IDeniumLog] Script Date: 03/27/2010 11:06:52

******/
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SET ANSI_NULLS ON

GO

SET QUOTED_IDENTIFIER ON

GO

SET ANSI_PADDING ON

GO

CREATE TABLE [dbo].[IDeniumLog](

[id] [int] IDENTITY(1,1) NOT NULL,

[idMsg] [int] NOT NULL,

[idType] [int] NOT NULL,

[dtDateTime] [datetime] NOT NULL,

[sIPAddress] [varchar](50) COLLATE SQL_Latinl1_General_CP1_CI_AS NOT NULL,
[sMachineName] [varchar](50) COLLATE SQL_Latin1_General_CP1_CI_AS NOT NULL,
[sMessage] [varchar](max) COLLATE SQL_Latinl_General_CP1_CI_AS NOT NULL
ON [PRIMARY]

GO

SET ANSI_PADDING OFF

4.Ha MK ¢ yctaHoBneHHbIM BioLink IDenium Client BbICTaBUTb YPOBEHb JIOTMPOBAHMNS
(LoglLevel) «3».

5.B cuctemHoMm peectpe B BeTBU [HKLM]\Software\BioLink\Idenium co3aaTb ksitou
LogSQLConnect(String) v namMmeHnTb ero 3HadeHue Ha Provider=SQLOLEDB.1;Persist
Security Info=False;User ID=sa;Password=Qwerty123; Initial
Catalog=BiolLinkIDeniumLogs;Data Source=TEST-COMP-ROOT

roe, UserID n Password - nmsl nonb3oBaTens v naposib Ha AOCTyN K ak3emnnspy SQL,

Source — MMS KOMMbIOTEPA B CETU C YCTAaHOBJ/IEHHbIM 3k3eMnsspoM Microsoft SQL Server B
B koToporo 6yaet BeCTUCb 3anmcb cobbiTmiA IDenium.

KpoMe Toro CTpoKy noaKtoUYeHus
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5.2.3.4 "ToHkaa" HacTpomka cepBepa BioLink IDenium

[0na «ToHKOM» HacTponku cepsepa Biolink Idenium npegycMoTpeHbl criegytowme
napaMeTpbl, KOTOPbIE YNPaBAAKTCSA K/0YaMn peecTpa B BETBSX:

[HKLM]\Software\BioLink\Idenium:
e CodePage (REG_DWORD) - nokanunsauus (0x409, 0x419)

e UseGC (REG_DWORD) - ncnonb3oBaTb N1 rnobanbHbliA KaTtanor Ans Mexa0MeHHOMN
aBTopm3aumm (0-1, 0 — He ncnonb3oBaTb, 1 — UCMONb30BaTb, NO yMon4yaHuto 0)

e LoglLevel (REG_DWORD) - ypoBeHb geTanunsaumnm xypHana coboitmii (1-3, 1 -
BbIBOAUTCS MH(OPpMauus o pakTax ycnewHon/HeycnewHon naeHtudmkaummn n 3anycke/
OCTaHoBKe cnyxbbl. 2 - nobaBnsieTcss MHGOPMaLKUS O NPUXOASALLNX 3anpocax Ha
naeHtTndmkaumio. 3 - gobasnserca nHbopmaumsa 060 BCex BO3MOXKHbIX COBbITUAX,
CBsI3aHHbIX C cepBepoM BioLink IDenium, no ymMmonuaHuto 1)

¢ QualityEnroll (REG_DWORD) - MMHMManbHOe ka4yecTBo nNpu obydeHmnun otnevaTka (0-
100,nm0 ymonydaHuto 40)

¢ QualityVerify (REG_DWORD) - MMHMManbHOE KayecTBO oTrne4daTka Aans
maeHtTudmkaumm (0-100, no ymonuaHuto 50)

e LogSQLConnect (REG_DWORD) - ncnonb3oBatb 11 SQL cepBep A5 XXypHaanpoBaHus
(0-1, 0 - He ucnonb3oBaTb, 1 — NCNONBL30BaTb, MO yMoA4YaHuo 0)

e UseLogSQLConnect (REG_SZ) - cTpoka nogknto4deHuns Kk SQL cepsepy

e ServerUselP (REG_DWORD) - ncnonb3oBatb i1 ceteBon ko4 (0-1, 0 — He
MCMoab30BaTb, 1 — ncnonb3oBaTb, N0 yMon4yaHuo 0)

e Serverlp (REG_SZ) - agpec cepBepa Kawo4en
[HKLM]\Software\BioLink\XMatcher:
e CodePage (REG_DWORD) - nokanuzauuns (0x409, 0x419)

e LoglLevel (REG_DWORD) - ypoBeHb geTanunsaumnm xypHana coboitmin (1-3, 1 -
BbIBOAUTCS MH(OPpMauus o pakTax ycnewHon/HeycnewHon naeHtudmkaummn n 3anycke/
OCTaHoBKe cnyxbbl. 2 - nobaBnsieTcss MHpOPMaLKMS O NPUXOASALLNX 3anpocax Ha
naeHtTndmkaumio. 3 - gobasnserca nHbopmaumsa 060 BCex BO3MOXKHbIX COBbITUAX,
CBSI3aHHbIX C cepBepoM BiolLink XMatcher, no ymonuanutio 1)

e ScorelLevel (DWORD) - nopor pacno3HaBaHus OoTrne4vyaTkoB. [rnana3oH 3HauYeHUi
TeopeTuyeckn Mmoxet 6biTb 0T 0 o 2000, ogHaKO 3HAYEeHMS COBNAAEHUS CPABHEHUS
Bbiwe 1200 npaKTU4YeCKn HEAOCTUXKUMbI, pe3yNbTaTOM Yero MoXeT SABAATbCSA NosiHas
HEBO3MOXHOCTb BX0Aa nosib3oBatenen. 3HadeHuns Huxe 500 B cBOK oyepeab MOryT
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NPUBOAUTL K NTOXKHbLIM pacno3HaBaHUsaM. ONTMMasibHble 3Ha4YeHUs, Kak npasuo,
HaxoadaTcs B AnanasoHe 650-750, ogHako ecnu nNpm 3TUX 3HAYEHMAX NOXHbIX
pacno3HaBaHUM He MPOUCXOAUT, TO MOXHO NMOPEKOMEHAO0BATb NPU HaNMUYUN TaKon
BO3MOXHOCTM OMbITHLIM MNYTEM BbIIBUTb M HACTPOUTb MaKCUMasibHOE 3Ha4YeHune, Npu
KOTOPOM pacno3HaBaHue byaeTt 6e30Wmnb04YHbIM.

BHuMaHue! HenpaBunbHOE N3MeHeHMe NnapaMeTpoB CUCTEMHOINO peecTtpa C NOMOLLbIO
pefakTopa peectpa Wau tobbIM MHLIM CTOCOH60OM MOXET NMPUBECTU K CEPbE3HbIM
HenonaakaM. [ns ux yCTpaHeHUS MOXET noTpeboBaTbCsl NepeycTaHOBKa OnepaLMoOHHOMN
cucTtembl. PazpaboTunk He rapaHTUPYET, YTO 3TU HEMoNaAaKM MOXHO ByaeT yCTpaHUTb.
OTBETCTBEHHOCTb 3a M3MEHEHME peecTpa HEeCET No/b30BaTE b.

5.2.4 MoHuTop nponsBoauTenbHOCcTU cepBepa BioLink IDenium

Ona oTcnexmnsaHusa Harpy3ku Ha cepsep BiolLink IDenium v ero nponsBognTeNIbHOCTH,
MO>XHO BOCIMOJ/1Ib30BaTbCs BCTPOEHHbIM KOMNoHeHTOM Windows MOHUTOP HageXXHOCTU U
Npou3BOAUTENIbHOCTMU.

Ans 3anycka MOHUMTOpPa NpousBoaUTenbHOCTU cepBepa BioLink IDenium,
BbINOJIHUTE Cneaylolme ARenCcTBUN:

1. Haxxmnte kHonky "Myck"(Start)
2.Bbibepute nyHKT "BbinonHUTL" (Run)

3.BBegute perfmon

Run ﬂ

— Tvpe the name of a program, Folder, docurment, ar
g Internet resource, and Windows will open it Far you,

Open: | .

(04 I Zancel | Browse. .. |

4.Y Bac OTKpoeTCs OKHO "CUCTEMHbIN MOHUTOP" Unn "MoHUTOP HaAEeXHOCTU U
npounssoauTenbHoct Windows", B 3aBMCMMOCTM OT Bepcum Bawwen OC.

5. KnukHuTe npaBoi KHOMKOM MbilKe B MyCTOM 06n1acTu MOHMTOpa M BbibepuTe MyHKT
Ao6aBnUTb CYUETUNKMU
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l|':||I:IEI-EIEIHTI:- CHETHKKH. .,

COXPaHUTE NapamMeTpel Kk, ..
COXpaHHTE DBPas Kak, ..
COXPaHHTE AaHHEIE KAk, .

COYHCTHTE

3a31aTh

MoKkazaTe BeLAENEHHEIE CHETHYHEH
CEPBITE BELAENEHHEIE CHETHHEH
MacwTaiMpoEaTE BEIAENEHHEIE CHETHHKH
WHAANMTE BCE CHETHHEM

CEOHCTES. ..

6. B nosiBuBWEMCS OKHe, Bbl MOXeTe BBeCcTn umsa unun IP agpec lNK, Ha KOTopoMm
yCTaHoB/eH cepBep BiolLink IDenium, a Tak xe He0bXoANMbIe CYHETUUKMN.

_MMEI‘DLIJ,P‘IECﬂ CHETHHEH _ﬂﬂﬁaBﬂEHHbIE CHETHHEH

BeIfpaTE CHETHHKH C KOMNBHITERA: et | Pod... | Ew— | e |

[1h10.50.1.121 x| Ofsop... | BioLink IDenium Server =
NET CLR Networking Al ’ ’ W0 121
NET CLR Remoting [
.NET CLR Security
BioLink IDenium Server
Browser
Cache LI

JKEEMNNAPE BROpaHHoro obbekTa:

] ALE
BioLink IDenium Server

j Mopck: |

[ oTofpasare onHcaHme e — oK OTHEHa
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6.1

YnpaBneHue nonb3oBatensamu BioLink IDenium

OpfHOM M3 OCHOBHbIX 3aad agMMHUCTpPaTOpa NporpaMMHOro komnnekca BiolLink IDenium
ABNSEeTCs ynpasneHue nonb3oBaTtensaMu Biolink IDenium. B HacTosawel rnase
OMNKNCbIBAIOTCS KJIHOUEBbIE MOHATUS U coaepXXaTcsa NnoapobHble MHCTPYKLUMKM, OTHOCSLWMECS K
ynpassieHuto nonb3osaTtensamu Biolink IDenium.

BBepneHue B ynpaBsneHue nonb3oBatensamu BioLink IDenium

Mocne pa3BepTbiBaHUSA BioLink IDenium Bce nosb3oBaTeNN JIOKaJIbHOM CETU CTAHOBATCS
nonb3oBatensamm BioLink IDenium. YnpasneHune nonb3osatensmm BioLink IDenium
OCYLLECTB/ISIETCA C NMOMOLLbI CTaHAAPTHbIX CPEACTB aAMUHUCTPMPOBAHUS MoJib3oBaTenen
Windows Active Directory, paclwunpeHHbIX 3a cyeT KoMnoHeHTa BiolLink IDenium Admin
Pack.

Mocne yctaHoBku BiolLink IDenium nosnb3oBaTesb MOXET NMPUMEHSTb OANH U3 CNeayLWnX
cnocob6oB perncrpaunm B gOMeHe, NpuUKAagHbIX cuctemMax, obpalleHnto K CeTeBbIM
pecypcam 1 T.M.:

e 10 OTNEYaTKy nanbua,

e M0 MMEHW K MapoJIto YYETHOWM 3annucu nonb3osartensa (ganee - naeHTudukaTopbl
nonb3oBaTens);

e C Ucnosb3oBaHneM LndpoBoro ceptnudukaTa (3anMcaHHOro Ha cMapT-KapTy).

Kak y>kxe 0TMeyanochb Bbille, OAHUM U3 rNaBHbIX NpenmyLects Biolink IDenium asnsaetcsa
BO3MOXHOCTb CHU3UTb Harpy3Ky Ha nonb3oBaTtesnis, CBA3aHHY C HE0O6X0ANMOCTbIO
3arnoMmMHaTb NApPOSN K pPasiMyHbIM cuctemam m pecypcam. Biolink IDenium gobasnsiet K
CTaHAApPTHbIM YYETHbIM AAaHHbIM MOfIb30BaTesNsa YHUKanbHble 6uoMeTpmuyeckume
naeHTudmKaTopbl, 0A4HO3HAYHO UAEHTUDMUMPYIOLWME 3TOro Nosib3oBaTtens, 1
npeaocTaBaseT MexXaHM3M, C MOMOLLbID KOTOPOro Nosib30BaTeflb AOMeHa nonydaer
BO3MOXXHOCTb UCMNO/Ib30BaTb CBOU BMoOMeTpuyeckme xapakTepucTMkn Ans AoCcTyna K
pecypcaM ceTw.

Taknm obpas3oM, ynpaBieHne y4eTHbIMU gaHHbIMKU nosb3oBaTenen Biolink IDenium
BKJIIOYAET B cebsa cnepyrowme 3agaun:

e co3gaHue buomeTpnyeckmx naeHTMdUKaToOpoOB Nnosib3oBaTenen

BbINMONIHAETCSA aAMUHUCTPATOPOM JlIoKanbHOM ceTn cpeacteamm Biolink IDenium Admin
Pack nnn nonb3oBaTesieM CaMOCTOSTE/IbHO NOCNe perncrpaunm B JOMeHe No UMEHU U
naponto nonb3oBartensa cpeacresamm Biolink IDenium Windows Logon (cMm. PykoBoacTso
nonb3oBatens Windows Logon)
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® /IBMEHEHNE YUYETHBbIX AaHHbIX 0J/1Ib30BaTesIs

BbINoSHSAETCS NM60 afAMMHMUCTPATOPOM cuUCTeMbI (CM. BBoA oTneyaTkoB NanbLes
nonb3oatens B IDenium), nMbo nonb3oBaTenemMm caMoCcToAaTenbHO cpeacTeamm Biolink
IDenium Windows Logon (cM. PykoBogcTBo rnosb3oBartesisi Windows Logon)

. C6p0C YYETHbIX AaHHbIX 0J/1b30Bartesis

e ecnu nonb3oBaTesnb 3abbin CBOM Naposb, TO CHPOC TeKkyLlero Napons U 3aMeHa ero Ha
CNyXeb6HbI BbIMOAHAETCAS aAMUHUCTPATOPOM CUCTEMbI CpeACTBaMu
agMuHuctpupoBaHua Active Directory;

e B C/ly4ae BO3HUKHOBEHMS npobnem c buoMeTpnyeckmmm naeHtTndpmnkaTtopamm
nonb3oBaTtens (NporpaMMHbIN koMnnekc BioLink IDenium oTka3biBaeTcs
pacno3HaBaTb NOJIb30BaTENs MO €ro oTne4yaTkKy nanabua), To B 3TOM Ciiy4dae
HeobXx0AMMO 3aHOBO BBECTU B CUCTEMY OTMeYaToK Hepacrno3HaBaeMoro nanbua
nonb3oBaTens, nmbo BeecTn B BioLink IDenium oTnevaTtkmn Apyrmx nanbLues
nonb3osaTens (BioLink IDenium noaaepxuneaet BBoa A0 10 3TasIOHOB pa3INYHbIX
0TNe4vyaTKoB NanbLeB 0O4HOBPEMEHHO).

e BBOA NVH Koga KapTbl 110J1b30BaTesIs

BbIMOJIHAETCS aAMMHUCTPATOPOM JIoOKanbHOM ceTn cpeactesamu BioLink IDenium Admin
Pack; no3sonsieT nosb3oBaTeNto NpeabaBiaATb CBON BUoOMeTpuyeckme naeHTndunKaTopsbl
BMecTo BBoAa [MMH koaa KapThbl.

e yrnpasrnieHue cueHapusmn Biolink IDenium Password Vault nonb3oBaTtens

BbIMOJIHAETCS aAMUHUCTPATOPOM /I0KanbHOM ceTn cpeactesamu BiolLink IDenium Admin
Pack; no3sonsier agMMHUCTPATOpPy U3MEHUTb U/MNn yaanuTtb cueHapum BiolLink IDenium
Password Vault, 3anncaHHble Nosib3oBaTeNEM.
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Co3pgaHue HoBoro nonb3oBaTtens BioLink IDenium

Perncrpauns HoBoro nosnb3oBartens BioLink IDenium aHanorv4yHa co3gaHuio HOBOM
YYETHOW 3anncu nosib3oBaTenst B JIOKASIbHOM CETU.

Ons cosgaHusa HOBOro Nosib3oBaTeNsi MOXHO Mcnonb3oBaTh MH60 ocHacTky Active
Directory - MNonb3oBarenn n KOMNbOTEPbI, NTMH60 KOMaHAHYIO CTPOKY (noapobHee 06
3TOM CM. B gokyMeHTaumn Windows®). Huxxe onmceiBaeTcss cnocob co3gaHmsa HOBOIro
nosib3oBaTens c nomoulbio ocHacTkm Active Directory - NMonb3oBaTenu u
KOMIblOTEPbDbI.

YT106bI 3aperncrpmpoBaTb HOBOro nosibsosarens BioLink IDenium, BbinosiHuTe
cneayoume AencrBma:

1.3anycTuTe ocHacTKy agMuHUCTpupoBaHusa gomeHoB Active Directory —
Monb3oBarenun n KOMNbOTEPbI 13 KoMMniekTa yTunmt Active Directory.

2.Bbibepute gOMeH, B KOTOPbI A0/XeH 6biTb A06aBNeH HOBbIM NOSb30BaTesb.
3.B meHio [lehcTBuA BbibepuTe NYHKT HOBbIA Nonb3oBaTesb.

4.Cnenys npurnaweH1sM Mactepa no Co34aHWMI0 HOBOrO MoJib30BaTensl, BBeAuTe
Tpebyemyto nHpopmauuto.

5.Ha nocnegHeM ware HaxkmMute KHonky FOTOBO A4/19 3aBepLUIEHNS CO34aHUSA YYETHOMN
3anmcu nosib3oBaTens.

NMpuMmeyvyaHume. B n060 MOMEHT MOXHO NMpepBaTb NPOLECC CO34aHUS HOBOIO
Mosib30BaTeNSA HaXaTueMm KHonku OTMeHa nmbo knasuwun ESC.

Ecnu nonb3oBaTenb MpUCYTCTBYET NPU CO34aHNM CBOEN YYETHOM 3amnncu, To ganee
cnenyeT BBECTM OTMNeYaTKM NanbLEeB 3TOro nNofb3oBaTesiss B NPOrpaMMHbIA KOMMNEKC
BioLink IDenium.
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6.3 PabGora c yyeTHbIMM AaHHbIMU nonb3oBaTtens BioLink IDenium

Moa yyeTHbIMM gaHHbIMKM Nonab3oBaTens BiolLink IDenium noapasymeBatoTCs:
e /IMA nonb3oBaTens v naposb;
e Lindposbie cepTudUKaThl, 3aNnUCblBaeMble Ha CMapT-KapTy;

e YHuMKanbHble 6uomMeTpnyeckme naeHTudmkaTopsl (B TEKYLWEN BEPCUN — OTNEYATKMN
nanbLes).

Pasaenbl HMXXe pacckasbiBalOT O TOM, KaK yNnpaBndaTb YYETHbIMU AaHHbIMU MOSIb30BaTeNS.

6.3.1 BBopag otneyvyaTkoB nanbueB nonb3oBartensa B BioLink IDenium

AIIMUHUCTPATOpP NOKanbHON CETU MOXET BBECTU OTNEYATKMN NasbLiEB NOMb30BaTeENS B
noboe Bpemsa (NMbBO cpasy Xe nocne co3aaHus y4yeTHoM 3anmncu nonb3oBatens (Npwu
YCJIOBMW, YTO MONb30BaTesb NPUCYTCTBYET MpU CO3A4aHUM CBOEN yueTHOW 3anucn), nméo
nosxe). CneayeTt NOMHUTb, YTO NOJSIb30BaTENb MOXET CAaMOCTOSATENbHO BBECTU OTNEYaTKN
nanbuesB co ceoero APM.

Y106bI BBECTU OTNEYATKM NnaJsibueB nosb3oBaTtens B BioLink IDenium ¢ noMoLybio
BioLink Admin Pack, BbinonHuTte cneayroume aemicresmus:

1.3anycTuTe ocHacTKy agMUHUCTPUPOBAHUA AOMEHOB «KOMNbIOTEPLI M NOMb30BaTENU» U3
KoMmnnekTta ytunut Active Directory.

2.BbibepuTe AOMeEH, B KOTOPOM 3aperMcTpupoBaH nofib30BaTesb; 3aTeM BblbepuTe narnky
Users.

3. Bbl6epVITe nonb3oBaTtend, Anga KotToporo Tpe6yeTc9| COo34aTb 3TAJZIOHbl OTNEYATKOB
nanbLeB.

4. BbINOMIHUTE OAHO U3 CneayLnX AenNCTBUIA:

e BblbepuTe NyHKT CBOMCTBA B MeHi0 [lencTBuUA.

¢ Haxxmute kHonky CBOMCTBA ) .
e Haxmute ENTER.

5.B okHe CBOWCTB AOMeHa nepengmte Ha Bkiaaky BioLink - O6yueHue.
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CeoAcTEa: UserMoDZ481

DnySnMKoBaHHEIE CERTHDMEATE I Y neH rpynn I BrogAwHe E0HKH I DeeekT I BesonacHocTe I Cpena

CeaHck I HpaneHHoOE YUNpaBneEHKE Mpodune cay#E TERMMHAN0E I COrM+
e I Aapec I HyeTHaA sanuck | lI'Ipu:u-:l:-Hnb I T enedoHE I [ praH1zanua
BioLink - Cugnapim P i BioLink - Ofy4eHme I BioLink - CardLogan I BioLink - Pazzward

r, BHuManue! 0nA gaHHoro nonesosarena
OTCYTCTEYET SHOMETPHYSCEHA HAEHTHEHEATOR.
HMaeHTHPHEALMA NoNb30BATENA N0 OTAEYETEY
NankLa HEEDSMOHKHA.

[[|poEEpMTE. ..

1A coz0aHMA MEMEHEHMA BHOMETPMYECK.OMD
WILEHTMME ATOPA HEOSRKOOMMO LU ENKHYTE [NeB0i
KHOMEOM MEIWM] Ha COOTBETCTEYMW EM naneue. dag
YA ANEHMA - HEOSRaOMMO W ENEHYTE [NSEai KHomKOE
PbILLIM] Ha TPEGYErOmM NanbLe, 00HOBPEREHHD
ynepKean kinasuwy Chl,

Active Directory Edition

IDENIUM

©

0k, I OTreHa [l pHrEHHTE

6.4T106bI BBeCcTM B BioLink IDenium oTne4yaTok nanbua, WeKHUTE N1EBO KHOMKOM MbILLW
no Bbi6bpaHHOMY nanbuy. OTKkpoeTcsa okHO O6yueHmne. O6paTuTe BHMMaHUE, Bbl MOXETE
BBecTn B BioLink IDenium oTtneyaTtkn Bcex 10-Tu nanbLEB Nosb30BaTENS;
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CeoitcTsa: Administrator el

YneH rpynn | Penmukawan naponei | BropAwme ssoHKK I CavexT I BesonacHocTe | Cpena I CeaHctl

¥ maneHHoE yMpasneHe Mpotwne cnyxd yoaneHHsn pafouws: cTonos
IMAYHBIA EMpTYanEHEI pafouni cTon I COM+ I BioLink - CueHapu PV
" DBwme | Appec I YyeTtHan sanmce | Mpodmne | TenetoHk | Opranuzawan | OrnyBnukoBaHHele cepTWhMKETEI
BioLink - Ofyuerme | BioLink - CardLogon | PepakTop atpuiyTos I BioLink - Password

) [nA 43HHOMD NONE30BATENA CYLECTEYET
AHOMETPMYECKME MLEHT HEPMEATOP.
MaeHTUUEALMA Mok 30BATENA BOSkOKHS A0
OTAEYETEY NAnkbLLA.

MNposepire. .. I

1.nA coZ0aHWA MSMEHEHWA BHOMETPHYECKOrD
WEHTUEUE AT Opa HEOBXOAMMO WENKHYTE [1esall
KHOMKOA MBILK] HA COOTBETCTEYMW ER nansue. Jna
YOANEHMA - HEOOHOLMIMO LW ENKHUTE [NEE0M KHOMKOMH
rbIWM] Ha TpEaYerdard NanbULe, GHIBREEHHD
UNEpHHESA K nasuwy Chl,

Active Directory Edition

1IDENIU

0K Ormaeqa [pHrEHHTE [Cnpacka

7.Cnenys npurnawieHmsM nporpaMMmbl B OkHe O6yueHMe, NpunoxuTe nasnel K OKHy
6nomeTpunyeckoro ckaHepa (HanpuMep, 3To MoXeT 6bITb BioLink U-Match MatchBook
B.3.5). B npouecce o6yyeHns Heo6x0AMMO HECKOIbLKO pa3 NMpUA0OXNUTb Nasnel K OKHY
ckaHepa, cneays npuriaweHusaM nporpaMmel. Mocne ycnewHoro co3gaHms sTanoHa
oTnevyaTKka najnbla OKHO 3aKpPOETCS aBTOMaTUUYECKM.

[Ons oTMeHbl npouecca O6y’-IeHVIﬂ Hajo HaxaTb KHOMKY OTMeHa 40 3aBeplueHuns
CKaHuUpoBaHuA.

NMpumeyvyaHue. OGpaTVITe BHUMaHWME, YTO ANA KOPPEKTHOIO O6y‘-|€HM$I HeobxoaMMo
Kaxxabli pa3 HEMHOIoO U3MEHATb MOJTOXXEHUE NaJibla Npn CKaHNpoBaHUN. Kaxablii pa3 npu
CKaHUpoOBaHUM naney Hy>XHO NpunoaHMMaTb U BHOBb NpuUKaabiBaTb C HeboNbLWKNM
CMelweHneM n noBopoToM.
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Ecnu B okHe 0byyeHus npurnaweHmne ybpaTb naney c 3KkpaHa ckaHepa oTobpaxkaetcs
Aaxe Toraa, Koraa nanew He NPUIOXEH K CKaHepy, MOYNCTUTE OKHO CKaHepa C MOMOLLbHO
cneumanbHbIX CPEACTB.

8. Ha Bknagke BioLink - O6yuyeHume naney, 455 KOTOPOro CyLLeCcTByeT 3TaJiIoOH oTrnevyaTka
nanbua, 6yaeT oTMeYeH 3e/1eHbIM LBeTOM. YTobbl yaannTb 3TasIOH OTNeYaToK nanbua,
Heo6x0AMMO LWENKHYTb JIEBOM KHOMKOW MbllWK, yaepxuBas knasuwy CTRL Ha
KnaBuaType.

Mpumevyanume! O6paTnute BHMMaHUE, YTO BCE M3MEHEHMUS, CAENaHHbIE NpU
peaakTMpOBaHMM CBOMCTB NOJSIb30BaTENS, BCTYNAT B CUY TONIbKO MOC/AE HaXXaTUN KHOMKMU
OK nnu NMpuMeHnTb. ECnun Bbl CllydaliHO yaanunu He TOT 3TaJIoH oTrnedaTka nanbua,
MOXHO HaXaTb KHOMKY OTMeHa, 1 caenaHHble n3MeHeHns He 6yayT COXpaHEeHbI.

AZLMWHUCTPATOP MOXET 3anpeTuTb CO34aBaeMOMy MOJb30BaTENO MCMNOMb30BaTb Naposib
Ana ayteHTudumkaumm. B TakoMm cnydae BXoa B CUCTEMY AJ1S1 TAaKOro nosib3oBatens éyaer
BO3MOXXEH TOJSIbKO C MOMOLbIO OTnevyaTkoB nasnbues (nogpobHee 06 3TOM CM. pa3aesn CM.
Hactpoiika nonmtuk IDenium).

6.3.2 WN3meHeHue naponsa v uncpoBbLIX WAONOHOB OTNEYaTKOB NasnbLueB
nonb3oBaTtend
Maponb n 6uomeTpuyeckmne naeHTMdmnkaTopbl nosb3oBartens (B TEKyLWEN BEPCUN -
oTrneYyaTKu nasnbLeB) MOIyT U3MEHUTb KaK caM Mosib30BaTe/lb, KOTOPOMY MpuUHaanexart 3Tm
naeHTUdMKaTopbl, Tak U aagMUHUCTPaTOP.

Monb3oBaTesnb MOXET M3MEHUTb CBOM Naposib C MOMOLLBbIO CTaHAAPTHbIX cpeacts Windows
N BBECTM 3aHOBO OTMNEeYaTKK nasbLeB C MOMOLLbIO MaHenu ynpasenenms BiolLink IDenium
Windows Logon.

AOMWHUCTPATOP JIOKaJIbHOM CETU MOXET Co34aBaTb M U3MEHSITb L@ poBble WaboHbI
0TMNeYaTKoB MNasbLeB /060ro Nosib3oBaTesNs, 3aperMcTpMpoBaHHOIO B KOPNOpaTUBHOM
CeTU. DTO MOXET 6bITb NMOJIE3HbIM B CleAyWMX Cllydasx:

e OTnevaTok nanbua 6611 NOBpEXAEH, M NONb30BaTesb 3abbi1 CBOM Naponab AOCTyna.
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JocTyn B ornepaunoHHYIO0 CUCTEMY HE MOXET 6bITb BbIMOJIHEH,

e OTnevaTku nanbues He 6bIM BBeaeHbl B Biolink IDenium Bo BpeMs co3aaHus
rnonb3osaTens. lNonb3oBaTesib HE MOXET UM HE XOYeT BBECTU OTrNeyaTKu rnanbues
CaMOCTOATENbHO, HECMOTPS Ha TO, YTO HACTOATE/IbHO PEKOMEHAYETCSH BBECTU OTMNeYaTKu
nanbues B BioLink IDenium;

e MMonb3oBaTeNb CaM MOMpPOCUa aAMUHUCTPATOpPa U3MEHUTb UndpoBbie WaboHbl ero
OTNeYaTKoB MasbLEB.

Bce onepauuu agMUHUCTpaTopa Mo U3MEHEHUIO BUMOMETPUYECKUX MAEHTUPUKATOPOB
nonb3oBaTesen Npon3BoAATCS Yepes nHTepdenc agMnHncTpupoBaHms Active Directory
(noapobHee 06 3ToM cM. BBoa oTneyaTkoB NanbueB nosb3oBatens B IDenium).

6.3.3 TlpoBepka bnomeTpmnyecknx naeHTU(PUKaTopoB nosnb3oBaTenemn

Mpouenypa npoBepkn 6MOMETPUYECKNX MAEHTUDMKATOPOB MOJSIb30BaTENEN MOXKET
NCNoSIb30BaTbCS B CIeAYHOLWMX ClyYasx:

e [onb3oBaTeNb HE MOMHUT, BBOAWS SIM OH OTMEYaToK BblI6paHHOro nasbla B CUCTEMY UK
HeT;

e AAMWUHUCTPATOP WU/WMNKM NMONb30BaTeNb XOTST YAOCTOBEPUTBLCS, YTO 3TaNOH BbiIGpaHHOro
oTrneyaTka nanbua co3faH KOPPEeKTHO (HanpuMmep, B ciyyae, ecnv Mnofb30BaTesib He
MOXEeT BOMTM B CUCTEMY, MCMOMb3YyS 3TOT OTMNEeYaTOK Nnanbla, XOTS OH TOYHO 3HAET, YTO
3TanoH oTne4yaTka nanbua 6bl1 co3gaH paHee).

Y106bI NPOBEPUTbL 3TAJIOH OTNeYaTKa nasjabLa NnoJsib3oBaTesisi, BbINOJIHUTE
cneayoume AencrBma:

1.3anycTuTe ocHacTKy agMuHuUCTpupoBaHusa gomeHoB Active Directory —
Monb3oBaTenn n KOMMNbOTEPbI U3 KOMNNekTa yTunuTt Active Directory.

2.BbibepuTe gOMeH, B KOTOPOM 3apermcTpupoBaH nosib3oBaTesb, Boibepute nanky Users
3.BbibepuTe nonb3oBaTens, Yer 3TasioH oTneYyaTka najbua A0KeH 6biTb MPOBEPEH.
4. BbINO/IHNTE OAHO M3 CAeAYLWNX AENCTBUIA:

e Bbibepnte nyHkT CBOMCTBA B MeH0 [leiACcTBUSA.

¢ Haxxmute kHonky CBOMCTBa &) .
o Haxmute ENTER.
5.B OKHe CBOWCTB nonb3oBaTensa nepengunte Ha Bknaaky BioLink - O6yueHue.

6.Haxmute kHonky MpoBepuTb naeHTudukartopbl. OTKpoeTcs oKHO «[poBepka
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naeHTUdUKaTOpOB>.

BiolL ink

Depaconsn BLosmrouseyes PFowengy

r!’ s '!' MaanyicTa, NEHACKHTS Nansy

1]
1! e LEaHE Y, 41 U051 MUE MO LD JED B
RN cets

MLm= AR E CEAHRDY

7.Cnepys npurnaweHnUsM nporpaMMbl, MPUIOXUTE nanel K okHy 61MomMeTpmyeckoro
CckaHepa. Ecnu npepocrtaBneHHblie buomMmeTpmyeckme naeHTM@UKaTopbl COOTBETCTBYIOT
coxpaHeHHbIM B BiolLink IDenium, To Ha akpaHe nosBuTCca coobleHmne «lMonb3oBaTtenb
yCnewHo naeHTndununpoBaH». ECNm oTCKaHMPOBaHHbIN OTrne4YaTok nanbla He
coBnagaet c xpaHswmmcs B BioLink IDenium, 6yaeT BbiBeaeHO coobuieHne 06 ownbke.
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6.4 YpaneHue y4yeTHOM 3anucu nonb3oBaTtens BioLink IDenium

YganeHue ydeTHol 3anucu nonb3oBatens BiolLink IDenium BbINOHSAETCS aBTOMATUYECKMU
npuv yaaneHnn y4eTHOW 3anmcu nosb3oBaTens n3s Katanora Active Directory.

YT0o6bl YAAIUTb YYETHYIO 3anu1Cb NOJIb30BaTesIA, BbINOJIHUTE criegyowme
AencCTBuUA:

1.3anycTuTe ocHacTKy agMuHUCTpupoBaHusa gomeHoB Active Directory —
Monb3oBaTenun n KOMMNbIOTEPbI U3 KOMNNekTa ytunut Active Directory.

2.Bbibepute gomeH, a B HeM nanky Users.

3.Bblaenute nonb3oBaTtens U BbINOAHUTE OAHO M3 CNeayoWwmMX AeNCTBUIA:
e B meHio lencTBuA BbibepuTe KOMaHAY YAANUTDb.
e HaXXMuUTe KHOMKY YAanuTb.

e LllenlKHMTE NpaBON KHOMKOWM MbIWW MO BbIBpaHHOM YYETHOM 3annucu un BbibepuTe
KOMaHAy YAannUTb B KOHTEKCTHOM MEHIO.

[MoaBUTCSA OKHO C 3anpoCcoM MNOATBEPAUTbL yaasieHne 3anmcu o rnosibsosaTtene. Haxmute Aa
Ana yaaneHma 3annmcu o nosib3oBaTese.

L] E Bl YBEDEHE! B HEOGX0 AHMOCTH Y AAMMTh 3TOT obBeKT?
L

[ s |t

© 2013 BioLink Solutions



55

PykoBoacTtBo agMmuHuctpartopa BioLink IDenium gnsa Active Directory

6.5

HacTtpounka nonutuk BioLink IDenium

0na Kaxxgoro M3 nosb3oBaTtenen n/wnu rpynn nonb3osatesnien Biolink IDenium MOXHO
HaCTpoOUTb COBCTBEHHbIE NOAUTUKN, KOTOpble ByayT AEACTBOBATb A/ BCEX MPUITOXEHUN U
cepsucos BiolLink IDenium.

Monutukm BiolLink IDenium npeacraensitoT cobor npaBuia, onpegensowme, Kakum
obpa3om byaeT ocyLecTBNATLCA AOCTYN K 3aLMLLEHHBIM pecypcaM nosb3oBaTeNnsamMm
BioLink IDenium wn HacTpoliku, no3soastowme BblbpaTb pexumbl paboTbl BioLink IDenium
ONA Ka)XA0ro KOHKPETHOro nosib3oBaTtens.

Monutukn BioLink IDenium moryT 6bITb 3a4aHbl 475 FPynn NoJib30BaTeNen U A9 Kaxaoro
KOHKPETHOro nosib3osartens. Paborta ¢ nonntnkamm IDenium ocywecTeisieTcss aHaaormyHo
HacTpolike pa3spelweHunii gna obbekToB Active Directory (nogpobHee 06 ynpasneHunun
pocTtynom ansa obwektoB Active Directory cm. pasgen CoBeTbl M peKoMeHAaumn no
Ha3HauyeHuo paspeweHuin ana obvekToB Active Directory cnpaBoyHon cuctembl Windows
Server 2003 (MHOpMaUUS B MHTEPHETE).

Monutukn BiolLink IDenium HeobxoAMMO HacTpamBaTb KaK pa3pelleHns Ans BCTPOEHHOM
cuctemHom rpynnel SYSTEM Ha Bknagke BesonacHOCTb B cBolicTBax 06bekToB Active
Directory.

Y1061 HAacTponTb NonnTukm BioLink IDenium gna KOHKPETHOro NoJsib3oBaTess,
BbINOJIHUTE Ccneaylolme AencCTBUN:

1.3anycTuTe ocHacTKy agMuHuUCTpupoBaHusa gomeHoB Active Directory —
Monb3oBaTenn n KOMMNbOTEPbI M3 KOMNNekTa yTunuTt Active Directory.

2.Bbibepute gOMeH, B KOTOPOM 3apermcTpupoBaH nosib3oBaTesb; 3aTeM BbibepuTte nanky
Users

3. BbibepuTe nonb3oBaTens, YbM NOJNTUKU MAEHTUDUKAULUN ByayT U3MEHEHDI.
4. BbINO/IHNTE OAHO M3 CAeAYLWNX AENCTBUIA:

e Bbibepute nyHkT CBOMCTBA B MeH0 [leiACcTBUSA.

@ .

¢ Haxxmute kHonky CBOMCTBa
o Haxmute ENTER.

5.B OKHe CBOWCTB nosib3oBaTens nepengmte Ha Bkiaaky besonacHocTb. Ecnm Bknagka
He BMAHa, ybeamTecb, YTO Bbl BKOUUAM O0TOOpakeHne [lonosiIHuTeNnbHbIX (hyHKLMA B
ocHacTke «Active Directory MNMonb3oBatenn n komnbioTeEpbI» (MEHIO Bup -
AononHutenbHble (PYHKUNN).
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Ceoncrea: Administrator ilil

¥ naneHHoE YMpaBneHne I Mpotune cmyoxd YoaneHHsX pabouws: cTonos
MyHEI# BUpTYaNEHEIR pabowall cTon | COM= | BioLink - CusHapma PV
BioLink - O8yyetme | BioLink - CardLogon | PepakTop atpuiyTos | BioLink - Password

.DﬁLIJ.HE.' I Anpec I YyeTHAR 3aNMCE | [Npodwmne I TenedoHk! | Opranusawn I Cny@nuKoEaHHBIE CEPTURMKETEI
YneH rpynn I Pennuikala naponei I BxopAuLMe sBoHKM I Ofwekt  besonacrHocTs |Cpen.a I CeaHchl

rp}"l'll'lbl WK NONe30E3TENA

52, Everyone
82, SELF
51 Autherticated Users

‘ii, Domain Adming (IDEMNILM*Domain Adming)
"-'ﬂ,Cert Publishers (IDEMIUM Cert Publishers)
52 Erterprise Admins (IDENIUM'\Erterprise Admins) ;I

pfaenTs. .. | YoanuTs |

Paspewerna anA rpynnel "SYSTEM”
Paspewnts ZanpemiTe

|Denium-enrollment user O -
|Denium-dentify of user for enrollment O
|Denium-ogon by fingerprint O i
|Denium4ogon by pazsword O
|Denium-ogon singlefactor O
|Denium-not identify of administrator for enrollment user O
| P, B it [ | M x
Urobkl 3apaTe ocofbie paspeweHnA MK MapaMETRE!, HEXMWTE KHOMKY lononHUTENSHD |
" NononHWTENEHD".

MNoppofiHes of yNDaENEHWM AOCTYIOM WM D3SDELIEHWAL

] I CmaeHa [ pHrEHNTE Crpaeka |

Danee Bbibepute rpynny SYSTEM.

3ameuaHume! HactpamaTtb nonmtukn IDenium ans seibpaHHoro obwekrta Active Directory
Heobxoammo TOJIbKO KAK paspeweHusa ang rpynnbl SYSTEM. [ns ocTanbHbIX rpynn
N3MEHEHUNS B MONUTUKAX AENCTBOBATb He 6yayT.

6.B cnucke Paspewenmns gna SYSTEM HacTtponte nonntnkum BioLink IDenium.

Tabnunua Huxe 06bACHSAET Ha3zHauveHne Bcex nonmTuk BiolLink IDenium.

HazBaHue NONUTUKM Ecnu paspeweHo Ecnu 3anpeweHo
IDenium - Bxoa no Jna paHHoro nonb3oBaTtensa |[Ans AaHHOro nosb3oBaTens
oTrnevyaTky BXOJ, B OnepaLnoHHYIO BXOJ B OMNEpaLMoOHHYIO
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IDenium - Bxoa no
rnaposto

IDenium - ucnonb3oBaTtb
OAHOMaKTOPHbIN BXOA

IDenium - BBOA
oTneyaTKkoB
nosib3oBaTenem

IDenium -
naeHTudumumnpoBaTb
nosb30BaTeNsa Npu BBOAE
OTMeYaTKoB

CUCTEMY MO OTnevaTKy
nanbla pa3peLleH.

[ns AaHHoOro nosnb3oBaTens
BXO/, B ONEpaLnoHHY0
CUCTEMY MO Naposto
paspeLleH.

[aHHbIN Nonb3oBaTeNlb MOXET
BXOAUTb B ONEPALMOHHYIO
cucTemy, ucnonbsyst nmbo
OoTrMeyvyaToK nasnbua, 1mMbo
naposnb (Npu yCNOBUMU, UYTO Y
Hero nMerTCs
COOTBETCTBYHOLLME
pa3peweHuns (cM. gBse
npeablayLwmnx noinTuKn)).

[aHHbIN nonb3oBaTenb MOXeT
ncnonb3oBaTb Biolink
IDenium Windows Logon ans
caMocToaTeNibHOro Beoaa /
N3MeHeHUst bBoMeTpmnYEecKmx
naeHTMdmnKaTopoB
(oTneyaTkoB nManbLUeB) B
BioLink IDenium.

lMepep TeM, Kak U3MEHUTb
cBou buomeTpuueckme
naeHTudmkaTopbl (oTneyaTKu
nanbueB), AaHHbIN
NoAb30BaTesb AO/IXKEH
naeHtTudnunposaTb cebs,

CMCTEMY MO OTrnevyaTKy nanbua
3anpeLeH.

[ns naHHoOro rnosnb3oBaTens
BXO/ B ONepaLuoHHY0
CMCTEMY MO Maposto
3anpeLleH.

[ns Bxoaa B onepaumoHHYO
CUCTEMY AaHHbIN
Nosb30BaTE/lb AOJIKEH
NCNosIb30BaTb M OTNEeYaToK
nanbua v Naponb
(MHOrodakTopHas
naeHTudmkaums).

O6patute BHMMaHue, 4To
Nnosib30BaTENlb HE CMOXET
BOMTU B OMepaumoHHYI0
CUCTEMY, ecnu XoTs bbl oaHa
N3 cneayrLwwmx noanTmkK
3anpeleHa:

IDenium - Bxog no oTneyaTky;

IDenium - Bxoa nNo naponio.

[aHHbIN nonb3oBaTeNb He
MOXKeT CaMOCTOSITE/IbHO
BBecTu B BioLink IDenium
cBoun 6MomeTpunyeckme
naeHTudmkaTopbl (oTneyaTkm
nanbLes).

NoeHtudunkaums
nonb3oBaTensa nepeg
n3MeHeHneM 6MoMeTpuYeCcKmx
naeHTndmKkaTopos
(oTneyaTkoB NanbLEB) He
TpebyeTcs.
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IDenium - KawmnpoBaTb
KpeaeHLwunol

IDenium - noka3biBaTb
oTneyaTtok

IDenium - He
naeHTUdMUNpoBaTb
aAMUHNCTPATOPOM Mpwn
BBOAE OTNe4yaTKoB

NpeabsiBUB yXXKe BBELAEHHbIE
bnomeTpunyeckme
naeHTudmkaTopsbl.

NaeHTudmnkaTopsl
nonb3oBaTens 6yayt
coxpaHaTbca Ha APM
rnosnb3osaTtend. Ecnu no
KakKnM-nnbo npunymHam
cepsep BioLink IDenium
CTAaHOBUTCH HEeAOCTYyneH,
MHpOpMaUUa, XpaHuMas B
K3we fiokanbHoro APM
rnosib3oBaTensd, UCMosib3yeTcs
An§a npepocrassieHnd
AOCTyna K 3alMWeHHbIM
pecypcaM.

BkitoueHme KalnmpoBaHus
MOXET NPUBECTU K CHUXEHMUIO
YPOBHS1 6@30MacHOCTM.

N306paxeHne oTrnevaTka
nasbLa nonb3osartens byaer
NMoKa3biBaTbCA Npu
BbINOJIHEHMW onepaumnii
0byyeHns n nposepkm
naeHTudmnKaToposB.

Mpw BBEAEHUU UK
W3MEHEHUN OTMNEYaTKOB
Nnosib30BaTeNS
noaTBeEpXAeHune
aZlMUHUCTPaTOpa He
TpebyeTcs.

NpeHTudmnkaTopsl
nosib3oBaTens He 6yayT
coxpaHsaTbca Ha APM
nonb3oBaTtens. Ecnm no
KakMM-nnbo npuuymHam cepsep
BioLink IDenium cTtaHOBUTCS
HeaOoCTYrneH, Nnosb30BaTeslb HE
CMOXET NOoNYy4YnUTb A0CTYyN K
3aWMLLEHHbIM pecypcaM.

BmecTto nsobpaxkeHus
oTrneyaTtka nanbLa npwu
BbIMOJIHEHUN OMepaumii
obyueHunsa n npoBepku
naeHTudmkaTopos byaer
oTobpaxatbca abcTpakTHas
KapTUHKa.

MNpwn BBEAEHUN NN U3MEHEHUMN
OTNeYaTKoB MoJib30BaTes
TpebyeTcs NoATBepXAeHNE
aAMWHUCTPAToOpa C MOMOLLbIO
oTnedaTka nasnbLa.
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6.6

HacTpoika ncnonb3oBaHuUsA cMapT-KapT

MporpammHbIn Komnnekc BiolLink IDenium noagep>XmBaeT BX04 B ONEpPaLMOHHY CUCTEMY
C MOMOLLbIO CMapT-KapThbl.

MporpammHbIn komnnekc BiolLink IDenium nossonsieT 3ameHnTb BBOA MNMNH-KOA4a KapThbl Ha
buomeTpunueckyto naeHtTudurkaumto. Npu atom ctaHgapTHble Windows-npoueaypbl Mo
HacTpolike ueHTpa cepTudmKaunum n Bblaauym KapT HE MeHAKTCSA. 18 Toro Ytobbl
Nosb30BaTe/lb MOl BXOAUTb B ONEepaLMOHHY0 CUCTEMY C NMOMOLLBbID CMapT-KapTbl U
ncnosb3oBaTb bBMoMeTpuyeckyo naeHtTudmkaumio, 4OCTaTOYHO B CBOMCTBAX NOAb30BaTENS
ykasaTb NMNH-ko KapTbl, KOTOpas BblAaHa 3TOMY MoJsib30BaTenNto.

MoapobHee o paboTe co cMapT-KapTamm B onepaunoHHoln cucteme Windows cMm.:

e NHCTpYyKUMM NO ncnosnb3oBaHuio cmapT-kapT (http://technet2.microsoft.com/
windowsserver/ru/library/17a1f58e-b176-4389-ab45-6aa3a314b5ef1049.mspx?
mfr=true).

e BHeapeHue MCNonb3oBaHMA cMapT-KapT ans exoaa B Windows (http://
technet2.microsoft.com/windowsserver/ru/library/b989f4fd-febd-42e1-a130-
9e0f338007341049.mspx).

YT06bl NO3BONTL NOSIb30BATENO NCMONb30BaTh HuoMmeTpmnyeckme naeHTnduKaTopsbl
BMecTo BBoAda PIN-koga KapTbl, BbINOJIHUTE CAeaylowme 4eNCTBUS:

1. Bo3bMuUTe creumanbHbiM 06pa3oM oTopMaTMPOBAHHYO KapTy, HA KOTOPYHO MOXET 6bITb
3anucaH umdpoBon ceptudukaTt. BMmecte ¢ KapToM Bbl NOAYYUTE U YHUKaNbHbIA PIN-KOA
OJ1S1 9TOW KapTbl.

2.BbigariTe nonb3oBaTenio uMdposon cepTUdUKaT 1 3anNULLUTE €ro Ha KapTty
(ncnonb3ynTe ctaHaapTHble cpeactea Windows).

3.C nomowbto Bknagku BioLink—-CardLogon, seegnte PIN-kog KapTbl B
COOTBETCTBYHOLLME MONIS.

Tenepb Nonb3oBaTesb NOC/Ae BCTaBKN KapTbl B CUMTbIBaTENb KapT AosxKeH byaeT
npeabsaBuTb CBOM BuomeTpmnyeckne naeHtmdukatopbol BMecto PIN-koaa.

PaspaboTtumku BioLink IDenium HacToAaTeNbHO PEKOMEHAYIOT NCMNOJIb30BaTb YCTPOMNCTBO
BioLink U-Match 5 (ckaHep oTne4yaTKkoB MasbLEB C MHTETPUPOBAHHbLIM CYMUTbIBATENIEM
KapT) ANns BXOAa B CUCTEMY C MOMOLLbI CMapT-KapT.
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6.7

6.7.1

6.7.2

YnpaBneHue cueHapusimu BioLink IDenium Password Vault

Mopaynb BioLink IDenium Password Vault nossonsier 3anmceiBaTb
nocrnefoBaTe/IbHOCTb AEMACTBUI NOMb30BATENS B OKHAaX MPUJIOXEHUI B BUAE CLEHapUEB U
BMOC/EACTBUM NMPOUTPbIBaTh 3TU CLLEHAPUM B 3aBUCMMOCTU OT COOTBETCTBYHOLLEN MOSIUTUKM
no NpeabsBieHNI0 BoMeTpnyeckmnx naeHTnrKaTopos nnn 6e3 Kakmx-nmbo 3anpocos.

Kak npaBuno, gaHHas pyHKUNMOHaNbHOCTb 0COBEHHO Mosie3Ha B cydae, koraa
npunoxeHue TpebyeT aBTOpU3aLMM MNONb30BaTENS AN BbIMOJHEHUS KaKUX-TNM60
aencrteuin. Takmm obpa3om, Nosib30BaTe/lb MOXET 3anucaTb 418 KaXX40ro Takoro
OManoroBoro oKHa cBo cueHapun Password Vault. MNMocne 3anucu cueHapus,
nonb3oBaTento 60nblle HE HYXHO 6yAeT BBOAUTb UMS MOSIb30BaTeNs U NapoJib.

NMpeaHasHayeHne moaynsa Biolink IDenium Password Vault

Moaynb BioLink IDenium Password Vault B nepsyto ouepeab npegHasHayeH ans
ynpoLweHns AocTyna K pasInyHbIM NPUNOXKeHUSaM, Tpebyowmm ayTeHTUdmKaumm
nonb3oBaTens.

C nomouwibio BioLink IDenium Password Vault MO>xHO BbINONIHATL criegyouine
AencTBuA:

e 3anucbiBaTb CUEHapuUn Ass NOoCneayowero BbiNOAHEHUS ;
e BbINONHATL CUueHapuu;

¢ NI3MeHATb NapaMeTpbl CLUeHapueB;

e YaanaTb cueHapuu.

AamMmuHuctpaTop BiolLink IDenium MOXeT 3anpeTuTb NoSb30BaTeNsSM CaMOCTOSTENbHO
N3MEeHATb NapaMeTpbl CO3A4aHHbIX UMK CLeHapueB. Taknm obpa3oM, agMUHUCTPaTOp
BioLink IDenium MoxeT TpeboBaTb NpeabsBieHNe BUOMETPUUYECKUX NAEHTUPUKATOPOB
npwv aBTOpM3aUnM B KaKUX-INOBO MPUTOXEHUSIX.

CueHapwum BioLink IDenium Password Vault xpaHaTtcsa B 6a3e gaHHbIX CNyX6bl KaTasoros
Active Directory.

Bo3moxHOCTU agMUHUCTpaTopa npu ynpasneHum cueHapusamm BioLink
IDenium Password Vault

ApMmuHucrtpartop BiolLink IDenium MoxeT ynpasnsaTb cueHapmuaMmmn Password Vault
Kaxaoro nonb3osatens BiolLink IDenium.

[AaHHOe ynpaBneHue BKJIOYAET B ceba cneayrowme 3agaumn:

e N3meHeHune cueHapumes Password Vault nonb3osartens;
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e YnaneHue cueHapues Password Vault nonb3oBartens;
e 3anpeT caMoCToATEeNbHOro n3MeHeHnsa cueHapues Password Vault nonb3oBaTtenem.

YT1o6b1 YNnpaBnaTtb cueHapuamu Password Vault nonbsoBaTtens BioLink IDenium,
BbINOJIHUTE crieaylolime AencTBus:

1.3anycTuTe oCcHacTKy aaMUHUCTpUpoBaHmnsa gomeHos Active Directory —
Monb3oBaTenu n KOMMNbIOTEPbI U3 KOMMNekTa ytnnut Active Directory;

2.BbibepuTte AOMeEH, B KOTOPOM 3apermMcTpupoBaH rnonb3oBaTesb. 3aTeEM BbibepuTe narnky
Users;

3. Bbi6epuTe nosb3oBaTeNs, YbM NONUTUKU naeHTUdGUKaUUN 6yayT USMEHEHDI;
4. BbINOMIHUTE OQHO U3 CNeayLnX AeNCTBUIA:

e Bblbepute NyHKT CBOMCTBA B MeHl0 [lelcTBuUA;

5

e Haxmute kHonky CBOMCTBa ;
o Haxmute knasuwy ENTER;
5.MepengunTte Ha Bknagky BioLink — CueHapum PV;
6.BbibepuTte cueHapuin Password Vault n HaxXmuTe 0aHY U3 cneayowmx KHOMOK:
e KonupoBaTtb cueHapui - 415 co34aHMs KONUKU BbiI6paHHOMO cLueHapus;
e BcTtaButb cueHapui - ona gobaBneHms Konmu BbiI6paHHOMO cLueHapus;
e N3MeHWNTDb... - Ans peaakTMpoBaHus BbiIGpaHHOrO cueHapus;
e Yaanutb - 414 yaaneHns BblIbpaHHOro cueHapus.

Bknagka «BioLink - CueHapuun PV»
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Caoitcrea: Administrator 2=

YneH rpynn I Pennukawma naponei I BxonAume sBoHKK I OfbewT I besonacHocTe I Cpena I CeaHckl I

¥aaneHHoe yNpasneHne MNpodune cryxd yoaneHHe pafiou cToNoE
BioLink - OSyuerne I BioLink - CardLogon | Pepaiktop atpubyTos I BioLink - Password I
Cfwme I Appec I YyeTHaA 3aNMck | MNpodwmne | TenepoHk | Opradnzawn I Ony@nuKoBaHHBIE CEpTMRMKATEI I
MWuHEIA BMPTYaNEHEIA paGounii cTon I COM+ BioLink - CugHaman PV
Crucok cueHapHes:
Mra cueHaprA | Jaronoeok, okHa | M r4A mpunoseHKa |
(=
s
: =
§
Z E
-
K.onupoeate cueHapui| BoraeuTe cusHapi HWameHTE. .. Hoanure

0K I CimaeHa [l pHrAEHMTE Enpaeka

YT106bI1 3anpeTrutb NnosibsoBarento BioLink IDenium caMmocToATeNIbHO BHOCUTDb
n3MeHeHus B Kakon-nmbo cueHapumn Password Vault, BbinonHuTe cneayrowme
AeNcTBuNA:

1.Bbibepnte cueHapun Password Vault, camocToaTenibHoe n3MeHeHne KOToporo
Heo6xo0AMMO 3anpeTuTb;

2. Haxxmunte KHONKy U3MEeHUTDb;

3.B ananoroeom okHe PepaKkTupoBaHue CLueHapUsA yCTaHOBUTE (hiaXxok 3anpeTuTtb
NnoNb30BaTe/Il0 U3MEHATb 3TOT CUeHApPUM.
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6.7.3 CrpykTtypa sgpa Password Vault
B sapo Password Vault BcTpoeHbl Tpu obbekTa:
e oInput,
e oSystem,
e oWin.
KaxabIin N3 HNX NMeeT COOTBETCTBYHOLWMI Habop MeTOAOB:

e olnput.AbsoluteScreenCoordinates — no3BossieT ykasbiBaTb MCMOMIb30BaHue
abCoONOTHbLIX KOOPAMHAT UM BUPTYasbHbIX,

e olnput.Playlnput ("string") — 3agaet npourpbiBaHne nocnefoBaTebHOCTM HaXaTui
KNaBuWLW KaBUaTypbl MM KHOMOK MbILLK,

e 0System.FindTopWindow (class, name) — 3aaa€eT Nouck okHa C 3aAaHHbIM UMEHEM
Kjlacca wian MMeHn okHa. Pe3ynbTaT noucka — HOBbIN 06beKT Tuna oWin,

e 0System.Sleep (msec) — yka3biBaeTCs 3a4epXXKa B MUINIMCEKYHAAX,
e oWin.SetForegroundWindow — 3apaeTcs yCTaHOBKa OKHa B cOCTosiHue dokyca,
e oWin.SetWindowSize (X, y, C€x, Cy) — yKa3blBaeTCs NO3NUNS N pa3Mep OKHa,

e oWin.FindChildWindowWithID (class, id, title) — 3agaeTca nonck go4yepHero okHa c
3afaHHbIMN NMapaMeTpamMu (4OCTAaTOYHO yKa3aTb O4HO U3 HUX). Pe3ynbTaT — HOBbIM
ob6bekT Tnna oWin.

Moanep>xnBaeMble nepeMeHHbIe:
##DOMAIN## - nepefada MMEHWN AOMEHa
##USER## - nepepaya AOMEHHOro MMEHU aBTOPM30BAHHOIO MoJsib3oBaTenNs

##PASSWORD# # - nepefavya JOMEHHOrO Naposisi aBTOPM30OBAaHHOMO NOJib30BaTeNs

6.7.4 [y6nuyHble cueHapuu N napameTpbl

HaunHasa c Bepcumn BiolLink IDenium 4.2, nobaBneHa BO3MOXHOCTb 3anucu nNybanYHbIX
cueHapueB U UX napaMmeTpusauuu.

BHuMaHme!ll He pekoMeHAyeTCs UCMoNb30BaTh My6NYHbIE CLLEHAPUN COBMECTHO C
06bIYHbIMK A1 OAHOr0 MPUNOXEHUS U/ nonb3oBaTtens (Fpynnbi).

6.7.4.1 3anucb Ny6nMYHOro cueHapus

Ana 3anucu I1V611VI‘-IHOFO cueHapusa, Heo6xoaMMOo BbINOJIHUTDL cneaymouwme
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AencTBuUA:

1.3annwunTe cueHapun Ha NpUIOXeHMe TaK, Kak yKasaHo B "PyKoBOACTBE MO/b30BaTeNS
BioLink IDenium" nnu ckonmpyiTte yxe 3annucaHHbIi CLueHapun.

2.[anee B ocHacTke ADUC (Active Directory Users and Computers) BbibepuTe cBoWCTBa
Ballero floMeHa.

3.MNepengute Ha Bknaaky "BioLink - NMybnnyHble cueHapun PV" 1 HaxmMuTe BCTaBUTb

CLueHapun.
O6wwe | Ynpasnsetcs | Ofivext | BesonacrocTs | Penaktop atpubytos  Biolink - MySnvuHbie custapun PV |
Crucok cueHap9es:
Mr4a cueHapKa | Jaronoeok okHa | A MpUnoeHKa |
=
E g
: =
§
Z U
-
]
K.onupoEaTE cuEHapHml BroTaeuTe u:u.EHapHml M ZEHMTE. .. | Hoanre |
| oK I Ormaeqa | [pHMEHHTE | Lnpacka |

4. HaxMunTe M3MeHNTb U OTpeaakTUpyiTe cueHapuin 4o6aBnB, N0 HEO6X0AMMOCTH
napaMeTpsbl (NoapobHee NnapaMeTpbl CLLEHapMeB onucaHbl B MapaMeTpbl B Ny6AMUYHbIX
cueHapwusax Biolink Password Vault)
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PeaKkTHpPOBAaHWeE NyONKMUHOrD CLUEHAPMA

HazeaHue orna: Calculator(30]
K.naco okHa: SiCale
Mpunoseqre; calc.exe

HamreHoEaH1E CUEHIpHA

Calculatar[30]

TekcT cusHapHA:

' olnput.ZetCurrentlanguage ("O000004197)
'olnput.ZetCurrentlanguage [("Hocrea'™)

' Bample using English:

' oInput.2etCurrentLanguage [("O00000409™)
' oInput.2etCurrentLanguage [("Moscow™)

oInput.lhsoluteicreenCoordinates = True

oInput.PlayInput "{F1i} "

MonMTiEL..

oInput.PlayInpur "{NUMPALDZ} {NUMPLDS} ~{INUMPADL} {NUMPADZ } {NUMPLDS}
oInput.PlayInpur "{NUMPALDZ} {NUMPLDS} {NUMPADL} {NUMPADZ } {NUHPLDS } {

Ok

=

Cancel |

5.ns Ha3Ha4yeHUs cueHapusl rpynnaM Noab30oBaTeNd HaXXMUTe KHonky "Monmtukn".
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Permissions for Calculator(30) ed |

Security |

Group or user names:

E EMTERPRISE DOMAIN CONTROLLERS ﬂ
ﬁ new_test_group [IDT Ynew_test_aroup]
ﬁ Pre-windowes 2000 Compatible Access [IDTWPreswindows

€7 SvSTEM
-
4| | ®
Add... | Bemowve |
Permizzions for new_test_aroup Al Deny
|Denium zcripts - pa3peLUMTE BRINONHE O
IDenium sonipts - paspewvTe pegaktip 1 O

k. I Cancel Apply

IDenium scripts - paspelwnTb BbINOSIHEHNE, HA3Ha4yaeT BbINOSIHEHUE CLeHapus
nonb30BAaTeENO WX rpynne nonb3oBaTesien.

IDenium scripts - paspewnTb peagakTMpoBaHue, paspellaeT pefakTMpoBaHMe Tena
cueHapus nNonb3oBaTesnto UK rpynne nosb3oBaTesien.

6.7.4.2 TMapameTpbl B ny6nnyHbIX cueHapusax BioLink Password Vault
MapameTpbl B ny6nmnuHbix cueHapusax BioLink Password Vault

MapameTpbl peanusyloT c/ieqyroLuyo cCXxeMy BOCnpousBegeHus cueHapumes
Password Vault:

1.MNapameTpbl 3agatoTca TeramMmn [% %]. HanpmuMep, Ha CKPMHLLOTE HMXe NpuBeaeH
npuMep, Koraa 3ajaHbl ABa NapaMeTpa username u password, koTopble byaeT

3anoJIHUTb NOJIb30BATENIIO MPU NMPOXOXAEHNN nepBoﬁ YCI'IELLIHOVI VID,EHTVId)MKaLI,MVI.
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x]

Pe AaHTHPpOBAHHE CLEHADHA

HasgaHue okHa:  Forml [5]
K.nacc okHa: YWindowsForms1 0\ indow. 3.app.0.378734a
MprnoseHHe:; lezt_net.exe

H auteHOBaHE CUEHapKA:
=

TekcT cusHapua:

' olInput.fetCurrentlLanguage ("TO000004197) ~

' olInput.fetCurrentlLanguage [("Hocrea'™)

' Bample using English:

' olInput.ZetCurrentlLanguage ("TO000004097)

' olInput.fetCurrentlLanguage [("Hoscow'™)

olnput.ibsolutelcreencoordinates = True

olInput.PlayInput "{TAE! [3username%:] {TAE} [3passwords] { TLE}~" 3
bt

Ok ] [ Cance

2.Co CTOPOHbI NosIb30BaTENA 3aNO/IHEHMUE NAapaMEeTPOB BbIrNMAAUT KaK YKa3aHO Ha
CKPUHLLUOTE HUNXE.

Pe pakTop napaiie TPOE CLUEHapMA ['5_(

CnMCok NapaMeTpoE:!

UsErname
passward

Usernane | | |

[ Ok ] [ Cancel ]

Takxe CywecTByeT BO3MOXHOCTb OTK/IHOYNTb MPOCMOTP 3Ha4YeHMs NapaMeTpa B OKHe
peaakTopa napaMeTpoB cueHapus. s 3Toro uMms napameTpa B cCkpunte obpamnsieTcs
TeramMmmn [%@ %].
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